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Note this article assumes some familiarity with these concepts: Learning Objects, 
Metadata, Educational Standards for Technical Interoperability, Digital Repositories 
and Learning Design. For a useful quick introduction to each of these concepts please 
follow these web inks: 
 
Learning Objects (Content Packages) & Learning Design 
http://www.cetis.ac.uk/static/briefings.html 
 
Metadata 
http://www.cetis.ac.uk/content2/20050210042132 
 
Educational Standards for Technical Interoperability: 
http://www.cetis.ac.uk/static/standards.html 
 
Digital Repositories 
http://www.jisc.ac.uk/index.cfm?name=pub_repositories 
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1 Introduction 
 

1.1 The problem 
 
In the past authorisation to library materials was usually manually performed.  For 
example a student my have had to swipe a card to gain access to a library or provide 
proof of their identity to remove / view something from a library (such as a book or 
journal). 
 
Recent years have seen the digitisation of many library materials particularly journals.  
There is need to control how these are accessed.  An early and simplistic view was to 
only allow an IP address from within the library access to digital resources.  However 
e-learning has seen more and more students with legitimate off-campus needs to 
access such online material.  Allowing a range of IP addresses is only a limited 
solution that fails to serve the whole student population. 
 
Posting materials, such as journal articles, on a public website, will often not be 
possible due to licence conditions and would be an infringement of copyright. So 
more control over access is needed, therefore there must be some means of 
authenticating the users before the material is viewed, i.e. the user must provide some 
means of digital proof of identity before they can view or download an article (i.e. a 
user log on). 
 
Libraries often have many digital resources, each potentially needing its own access 
arrangement.  Given the potential range of sources a user may need this would lead to 
an extremely cumbersome system.  For example a student may want to read multiple 
articles from different publishers in the course of the evening, this would, if it were 
not for access management, require many different passwords.  This example 
highlights the need to move to a ‘single log on’ architecture.  Whilst a range of IP 
addresses can be reserved that are automatically allowed to access the material off 
campus that approach would scale up severely limiting what is quickly becoming the 
majority of students that need to access this material remotely (i.e. off campus). 
 

1.2 The solution 
 
A solution to this problem is found in a pool of software tools often termed ‘Access 
Management’.  Multiple logons that are potentially unique can not only be 
cumbersome but virtually unmemorable.  Using an Access Management system to 
interface with multiple other systems can result in a situation where the user need only 
log on once using only one username and password. 
 
Athens (an established service) and Shibboleth (new service in start-up phase) are two 
choices for Access Management Systems in UK education.  Athens and Shibboleth 
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both offer a log on once architecture to this problem but manage matters in very 
different ways. 
 

1.3 What exactly is meant my authentication, authorisation 
and access? 

 
There is frequently confusion about the terms authentication, authorisation and access, 
whilst they are easy to understand the exact meaning is rarely defined.   
 

1.3.1 Authentication 
 
This is literally the act of verifying someone’s electronic identity, very much how one 
would use a passport in order to take a flight.  In electronic systems it usually involves 
a username and password 
 
In the field of access management there is a further term “initial authentication”.  This 
is where your identity is verified by a system such as shibboleth which then becomes 
your identify provider. This is very much like gaining access to a nightclub, where 
you provide your ID to prove you are of age and then your hand is stamped so anyone 
can see, via means of the stamp that your age has already been validated. 
 

1.3.2 Authorisation 
 
This is what the user is allowed to do, for example in our nightclub example a green 
stamp may mean the user has been authenticated and is old enough, and therefore 
authorised, to buy alcohol, in contrast a red stamp may mean they have been 
authenticated and are of an age to enter the premises but are not old enough to buy 
alcohol.  Both have been authenticated however their authorisation or privileges are 
different. 
 

1.3.3 Access and Access Management 
 
Access is a generic term that literally means to gain entry to or from.  The term 
Access Management describes “broader systems that may make use of both 
authentication and authorization services in order to control use of a networked 
resource” (Lynch, C., 1998). The systems may perform operations ‘behind the scenes’ 
like the nightclub’s decisions about colours of stamps, age of entry etc. in the example 
above (see 1.3.2) 
 

1.4 Devolved Authentication 
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1.4.1 What is devolved authentication? 
 
Typically in most systems usernames are checked against passwords to authenticate 
users.  A list of the usernames, passwords and privileges (i.e. authorisations) are 
usually held centrally.  Typically in education central authentication (as opposed to 
devolved) would entail the user logging on to a website giving access to a national 
digital collection, their details would be verified by a central national store of 
information (such as Athens) this would then authenticate them and authorise them to 
access material such as learning materials. 
 
Devolved authentication is where the user logs to the same site but is authenticated 
not by a central information store at the resource provider but by a local store of 
information held back at their ‘home’ institution (that’s the devolved part), for 
example with Shibboleth the university the student is from would keep records of the 
users and their access privileges. For this to work the necessary policy agreements 
with the resource providers and institutions need to be in place and the ‘home’ 
institution has to implement them and maintain accurate user records and access 
privileges.  
 

1.4.2 The case for devolved authentication 
 
The case for devolved authentication has it roots in security.  From an administrative 
point of view a central store is hard to maintain, for example a university may have 
passed a list of student to a provider such as Athens, who would have issued all the 
students with usernames and passwords.  If the student then later drops out from the 
course their records may be internally removed but the central store may well still 
have them in its records.  Essentially such a model requires not only duplication of 
resources but double effort to remove a user. 
 
With devolved authentication the maintenance of users is delegated to the institution 
consequently, assuming a high linkage between the universities record keeping 
systems, when the student is removed from the registry they should also lose their 
access privileges. However, as we point out elsewhere, this might be an over 
optimistic picture of our educational institutions administrative coherence. 
 
It is believed that local authentication offers benefits in security by allowing 
institutions to update the records themselves, which should, consequently, lead to a 
more accurate picture of who is and who is not allowed to access resources.
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2 Access Management Systems 
 
The two dominant systems in Education at the moment are Athens and Shibboleth.  In 
this section we overview both these systems and discuss the current situation in the 
UK in section 3. 

2.1 Shibboleth 
 

2.1.1 What is Shibboleth? 
 
Shibboleth is a devolved Access Management system.  Shibboleth provides a 
mechanism in which a user can sign only once (Single Sign On) and access multiple 
content protected in a Shibboleth federation (institutions working together), even 
when this content is spread between different systems / servers that would, otherwise, 
require a separate log on. 
 

2.1.2 What does Shibboleth do? 
 
Shibboleth sits on the server and when protected content is requested it launches the 
“Where are You From” program.  This program requires the user to logon and 
validate whether or not they are entitled to see the resource. 
 
 
Shibboleth is constructed of two key components: 
 

• Identity Provider (IdP), this may be an institution like a university that keeps 
a record of its students (i.e. users). 

• Service Provider (SP), this is the user(s)/organisations(s) that own the 
content. 

 
It is important to remember Shibboleth does not carry out authentication itself.  It 
really is an architecture that uses a set of protocols for the secure passing of this 
information.  This is evident in the diagram below through the external directories (on 
the IdP side) and the server (on the SP side). 
 

2.1.3 Architecture of Shibboleth 
 
The diagram in fig. 1 below illustrates a simplified flow of events for Shibboleth as 
well as highlighting its key components.   
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Figure 1 An overview of the Shibboleth System 
 
 
 
As previously stated Shibboleth provides mechanisms for passing the information of 
who’s who about, it does not actually authenticate the users.  From an administrative 
point of view to use Shibboleth a university will have to provide it with: 
 

• A local authentication service: A system that will authenticate the user 
• An Attribute Authority providing approved attributes of individual to external 

service (directory of users) 
• A handle Server to communicate with resource providers (provided by 

Shibboleth) 
(Ubomoibhi, C., Masson, A., & Norris, L., 2001) 

2.1.4 Advantages of Shibboleth 
 

• Single sign on 
• Standards based 
• International uptake of system (usage is geographically wide spread). 
• No separate central database to be maintained 
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2.1.5 Disadvantages of Shibboleth 
 

• No global log out (however this is planned for the next version) i.e. ability to 
log out of all services simultaneously. 

• Infancy of technology, as such it will suffer the tumultuous early years of any 
emerging technology this may include rapid changes in architecture, 
redundancy or conversely dominance. At the time of writing it is estimated 
there are 260 Athens protected resources in comparison to about 5 Shibboleth 
protected resources1. 

• Complexity – Shibboleth is more complex to implement than Proxy Servers. 
• Assumptions - it is argued that Shibboleth relies on large number of 

assumptions to work, such as JavaScript being enabled on the web browser 
and not least the assumption that institutions will be able to support the 
administration requirements. This latter assumption about the internal 
administrative arrangements of our institutions is likely to be the biggest 
challenge (Pollock and Cornford, 2000). 

 

2.2 Athens 
 

2.2.1 What is Athens? 
 
Athens is a centralised Access Management system for the UK education sector that 
gives access to a wide variety of digital resources.  It has been provided by Eduserv, a 
not for profit organisation, since 1996, and was formally adopted by JISC in 2000.  It 
provides a system on which users must only log on once in order to access numerous 
resources that would other wise require a separate logon. However the ID and 
password they have to use is separate to and in addition to their institutional ones and 
is assigned by Athens, usually with the assistance and work of local librarians. 
 
In its simplest terms Athens is a database that contains the details of the institutions 
that use Athens, usernames and passwords for individuals and their authorisation 
rights cross-checked with service-providers’ subscription details.   
 

 
1 Source: Eduserv http://www.athensams.net/news/shibgatewaylaunch.html  



    

 
WP 2—1 Activity 29  
The Three A’s:  Authorisation, Authentication, and Access – information and guidance 
David Dripps, John Casey & Jackie Proven 
 

11

 
Figure 2 Schematic of Athens Access Management, Source: Ubomoibhi, C., 

Masson, A., & Norris, L., (2001) 
 
The above diagram depicts the architecture of Athens.  A student may visit the library 
homepage where there is a link to online resource (such as Emerald) upon clicking 
this link they are asked for their username and password. Once entered this is checked 
against the central repository, upon successful authentication the Athens agents 
interact with the online services informing the user is valid. 
 
In the central model the database would need to be populated with a list of users, this 
may already exist within in the institution, such as a database of registered students.  
This duplication can be removed through devolved authentication, i.e. AthensDA.  
AthensDA works by referring a user to some software running in their institutional 
domain which will authenticate the user and then alias that user an Athens entity 
which has the correct authorisation permissions for that user.  The user is still 
authenticated by Data Service Providers, using the existing Athens infrastructure 
(Ubomoibhi, C., Masson, A., & Norris, L., 2001). 
 
Of course from an administrative point of view if a central registry of users is not set 
up this will need to be put in place. 
 

2.2.2 Athens Devolved Authentication (AthensDA) 
The following descriptions of AthensDA is reproduced form the AthensDA 
Integration guide available at: 
http://www.athensams.net/local_auth/athensda/da_integration_guide.pdf 
 
 

“For organisations which use the account management facilities of Athens 
(Central Athens), the organisation is not directly involved in controlling 
access to protected resources: Athens is completely responsible for handling 
authentication and authorisation.  
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In AthensDA however, the organisation is responsible for handling 
authentication and providing authorisation information. In order to gain 
access to a protected resource, the user logs in at the organisation, rather 
than Athens. The organisation then provides authorisation information 
which allows Athens to authorise access to protected resources.  
 
Athens uses the data provided by the organisation to map the organisation 
user account to a virtual Athens account. An Athens single sign-on session 
is generated for the user, just as if the user had logged in to Athens.  
 
The following diagram shows the primary data flows in AthensDA.”  

 

 
Figure 3 AthensDA Data Flows 

 
In this diagram we can see that rather then the central Athens service handling 
authentication the ‘home’ organisation handles this and then negotiates with the 
central Athens records for what resources that the organisations has subscribed to – 
much the same rationale that applies to the Shibboleth architecture architecture for 
authentication, but leaving the final authorisation in the hands of the Athens service. It 
is likely, in our opinion, that this type of system with a central ‘gatekeeper’ is likely to 
be attractive to commercial publishers, compared to Shibboleth – at least during a 
transitory period while publishers test out the shibboleth system. 
 

2.2.3 Advantages of Athens 
 

• Single Sign on 
• “de facto” standard in the UK 
• Large following 260 services securing their data using Athens2 
• Administratively simple 

 

 
2 Eduserv http://www.athensams.net/news/shibgatewaylaunch.html  
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2.2.4 Disadvantages of Athens 
 

• Relatively unused outside the UK 
• Not standards based (difficulties in interoperability) 

 

2.3 Comparison between Shibboleth and Athens 
 
Description Athens Shibboleth 
Status Live Commercial Service Emerging Architecture 

Purchase options Technology or managed 
service 

Reference software 
available 

Published open standard No Yes 
Access Management System Yes No 
Authentication System Yes Out of scope 
Account Management 
Facilities Yes No 

Authorisation System Yes Yes 
Single Sign-On Yes Out of scope 
Devolved Authentication Optional Mandatory 
Active Development 
program Yes Yes 

Statistical Usage Data Yes No 
Commercial Resources 
protected 260 <5 

 
Source: eduserv http://www.athensams.net/news/shibgatewaylaunch.html (March 2004) 
 
 

2.4 Interoperability between Athens and Shibboleth 
 
At the time of writing interoperability is not possible between Athens and Shibboleth 
however Eduserv (The owner of Athens) has announced plans last year to develop 
“Gate way” functionality where the users of Athens would be able to access 
Shibboleth protected content and vice-versa. 
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3 Current State of Access Management in the UK 
education sector 

 
The JISC Core Middleware Initiative3 is an influential body in access management in 
the UK.  JISC seeks international cohesion in the services offered to education 
communities based on resilient international standards (JISC Middleware Team 
2005).  JISC pictures an access management system that will work with both internal 
and external resources.  Whilst Shibboleth is built on open standards, Athens by 
contrast is not.  JISC also argue “Shibboleth is emerging as the system of choice for 
the majority with the US, several European nations and Australia all opting for this 
technology.” (JISC Middleware Team 2005).  The current contract with Athens runs 
out on July 2006 but is possible this maybe extended for another two years.  
 
Eduserv is currently working to make Athens compatible with Shibboleth.  It is 
investing its efforts into: 
 

• The provision of an Athens / Shibboleth gateway to allow Athens users to 
access Shibboleth-protected resources and Shibboleth users to access Athens-
protected resources. 

• The development of shibboleth compliant software for campuses (supported 
by Eduserv), provisionally titled Athens IM (Identity Manager), which 
provides an alternative to the Internet2-supplied, reference implementation of 
shibboleth. 

 
JISC outlines that institutions will still have a choice over what access management 
system they use, and outlines two possibilities: 
 

• Continuing to use Athens for the present time.  JISC has committed to fully 
supporting Athens in its current format until July 2006, with the potential for a 
further two years of funded service after this date.  Shibboleth controlled 
resources as they become available will be accessible via the 
Athens/Shibboleth gateway.  If there is continued demand for the Athens 
service beyond the current planning horizons it is perfectly feasible for its life 
to be extended although the model for funding its support would need to be 
reviewed. 

• Planning the transition to use of Shibboleth.  Athens-controlled resources will 
remain accessible via the Athens/Shibboleth gateway.  Reason for considering 
this path might be the potential of Shibboleth for internal resource 
management, potential use of shibboleth in e-learning consortia or the future 
potential of shibboleth in research collaborations. 

 
A chart showing key milestones in Access Management in the UK is shown below: 
 

 
3 Homepage: http://www.jisc.ac.uk/programme_middleware.html  
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Aug 2003 Start of current Athens Contract 
Jul 2004 JISC Core MiddleWare Development 

Programme begins 
Nov 2004 First trial UK Shibboleth infrastructure in 

place 
Nov 2004 JISC town meeting on Shibboleth initiative 
Dec 2004 Athens/Shibboleth gateway available for 

testing 
Feb 2005  Core Middleware Assisted Take-up Service 

begins 
Apr 2005 Core Middleware Early Adopters begin Work 
Jul 2005 UK Shibboleth federation policy 

documentation available 
Apr 2006 Fully tested access management system based 

on Shibboleth available to UK HE and FE 
Jul 2006 Break point in current Athens contract 

(potentially renewable until July 2008) 
Jul 2008 Last end date for current Athens Contract 

Figure 1 Key milestones in the development of next generation access 
management systems, Source: JISC’s plans for access Management Services in 

the UK HE and FE community Available from 
http://www.jisc.ac.uk/uploaded_documents/CMRoadmap03_05.doc 
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