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Note this article assumes some familiarity with these concepts: Learning Objects, 
Metadata, Educational Standards for Technical Interoperability, Digital Repositories 
and Learning Design. For a useful quick introduction to each of these concepts please 
follow these web inks: 
 
Learning Objects (Content Packages) & Learning Design 
http://www.cetis.ac.uk/static/briefings.html 
 
Metadata 
http://www.cetis.ac.uk/content2/20050210042132 
 
Educational Standards for Technical Interoperability: 
http://www.cetis.ac.uk/static/standards.html 
 
Digital Repositories 
http://www.jisc.ac.uk/index.cfm?name=pub_repositories 
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1 Introduction 
 
This document starts by providing a simple graphical representation of the legal 
terrain surrounding Institutional Digital Repositories of Learning Objects, from this 
point on referred to as Digital Repositories (for clarification of terms see section2). It 
then goes on to give an initial explanation of these legal factors. It is very much aimed 
at the layperson and is intended to raise points for discussion rather than give 
definitive explanations. This first version is intended for a general audience and 
attempts to encapsulate the basic concepts and “mindset” of the environment we are 
dealing with. It provides definitions, position statements and further sources of 
information.  Definitions are deliberately kept at a general level to remain accessible 
to readers from a variety of backgrounds or with little knowledge of this domain. 
 
The TrustDR project intends producing several iterations of the legal terrain for 
specific audiences which will draw out pertinent points for relevant stakeholders. 
Various formats will be used to highlight the issues that concern particular groups, 
and more detail will be inserted about policies, procedures and working practices. 

Trust in Digital Repositories will be affected by perceptions of legal rights and status, 
and how these are presented to the user community. This is the first in a series of 
planned outputs aimed at guiding users through the legal terrain. 
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2 The legal terrain diagram 
 
The following diagram represents the areas or themes that have an impact on 
implementation and use of a Digital Repository. They are related in various ways, and 
relationships are represented as shown: 

 
related to 

 
 
 influences / acts on 
 
 
For example UK legislation acts on copyright considerations, which in turn influence 
licences. 
 
Each topic is covered in the document so that readers can go straight to the area they 
need to explore. 

 
Fig. 1 

Representation of the legal terrain surrounding a Digital Repository 
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3 Repositories and Learning Objects 
 
Definitions, position statements and further information 
 
Digital Repository – a digital library designed to capture, store, index, preserve, and 
redistribute content in digital format, with a structure that facilitates searching, 
browsing, previewing and downloading of content. The system may be referred to as 
an Institutional Repository, although this is more commonly taken to represent a 
repository containing research or archive material. 
 
JORUM differentiates a Learning Object Repository as “a system designed 
specifically for storing and accessing learning objects”. 
 
Learning Object – “an entity, digital or non-digital, that may be used for learning, 
education or training” (http://www.cetis.ac.uk/encyclopedia) or “A learning object is 
any resource that can be used to facilitate learning and teaching that has been 
described using metadata” (http://www.jorum.ac.uk/docs/vol1_Fin.pdf) 
 
Content Package – “a specification for sending learning objects from one programme 
to another, facilitating easier delivery, re-use and sharing of materials” (CETIS) 
 
TrustDR uses the term Learning Object to mean digital content that conforms to IMS 
Content Packaging and IMS/IEEE1 Metadata specifications. Metadata describes the 
resources contained within (or referenced by) a Digital Repository which are 
retrievable and intended for sharing or reuse. Learning Objects can be the “building 
blocks” of a module or course, and packaging them according to set standards allows 
transportation between systems and aggregation with other resources. An essential 
element of the content package is the “manifest file” (the term coming from a ship’s 
manifest). It describes all the criteria needed for systems to recognise the content, 
structure and behaviour of an object, and will be in the form of an XML2 file. 
 
The notion of Learning Objects being intended for sharing is an important one as it 
may be the very justification for the implementation of a repository. Whatever the 
boundaries across which digital content will be shared, this paper assumes a degree of 
institutional support and management of resources for the benefit of teaching and 
learning. The supporting strategy of an institution will be one that requires all 
stakeholders to have an awareness of the legal terrain of the system. 
 
It should be made clear that a repository is quite separate from a Virtual Learning 
Environment (VLE) as it holds resources independent of format, purpose or platform.  
 

                                                 
1 The Centre for Educational Technology Interoperability Standards (CETIS) provides further 
information on these and other international learning technology standards 
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Further sources of information 
 
JISC (2005) Digital Repositories: Briefing paper – FE / HE. Available  
http://www.jisc.ac.uk/uploaded_documents/JISC-BP-Repository(FE)-v1-final.pdf  
http://www.jisc.ac.uk/uploaded_documents/JISC-BP-Repository(HE)-v1-final.pdf 
JISC has produced these briefing papers which further describe repositories and 
provide useful advocacy. 
 
Heery, R. and Anderson, S. (2005). Digital repositories review.  UKOLN. 
http://www.jisc.ac.uk/uploaded_documents/digital-repositories-review-2005.pdf 
[Accessed 19.01.06] This report is intended to aid deployment of digital repositories 
in education. It presents the current state of play and identifies major development 
needs. 

Lynch, C.A. (2003) Institutional repositories: essential infrastructure for scholarship 
in the digital age. ARL Bimonthly Report, 226, pp.1-7 
http://www.arl.org/newsltr/226/ir.html [Accessed 19.01.06] Lynch presents his views 
on how Institutional Repositories (IRs) have a role in “transforming scholarship” 
arguing that that centrally managed systems will provide continuity of access, 
dissemination and the necessary preservation strategies to protect digital authorship. 
 
Mackie, M. (2004) Filling institutional repositories: practical strategies from the 
DAEDALUS project.  Ariadne 39(April 2004). 
http://www.ariadne.ac.uk/issue39/mackie/ [Accessed 19.01.06] This article deals with 
the multiple strategies that were required to “seed” an eprint repository. 
 
Campbell, L. Blinco, K. and Mason, J. (2004) Repository Management and 
Implementation: a white paper for Alt-i-lab 2004 
http://www.imsglobal.org/altilab/altilab2004/Altilab04-repositories.pdf [Accessed 
19.01.06]. This paper discusses the cultural issues affecting uptake of repositories and 
the questions that must be addressed at strategic levels. 
 
Secker, J. (2004) Electronic resources in the Virtual Learning Environment: A guide 
for librarians. Oxford: Chandos.  
This clear and concise book provides a discussion of the changing role of librarians as 
they become involved in digital library projects and e-learning 
 

4 Copyright  
 
Definitions and position statements 
 
The law in general, and copyright specifically, can be a confusing area and many 
books exist to cover the subject in detail. The intention here is simply to present the 
basic concepts as a starting point to allow readers to move on to the related topics in 
this “legal terrain” surrounding Digital Repositories. Links are provided where further 
clarification might be useful. 
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Copyright exists in material as soon as it is becomes a physical “work”, such as text, 
sound recording, film or art. Each type of work is protected in a specific way, and 
these are dealt with briefly in a guide to IPR aimed at e-learning content developers 
(Casey 2004, p10). This means that “ideas” are not protected by copyright, only the 
various physical manifestations of an intellectual work. Casey (2004, p9) expands on 
the characteristics of copyright, in particular the general principle that employers (or 
institutions) own the copyright in work produced under employment. 
 
Copyright means that creators and owners of works automatically have rights, such as 
controlling the making of copies. This means that certain acts are therefore against 
copyright law, known as restricted acts. These are: 
 
• Copying the work 
• Issuing copies to the public 
• Renting or lending copies to the public 
• Performing, showing or playing the work to the public 
• Broadcasting the work (‘broadcast’ redefined 2003) 
• Communicating the work to the public by electronic means (introduced 2003) 
• Adapting, or amending the work. 
 
These rights (in the UK usually considered as economic rights) can be sold, assigned 
or licensed by the copyright holder. It is useful to remember that each kind of right, in 
each physical form of a work can be granted in different ways. McCracken and 
Gilbert (1995) deal with this concept in detail. 
 
Copyright also grants moral rights, such as the right to be named as author (Paternity 
right) or object to derogatory treatment of the work. Paternity right must be asserted 
in the UK, but all moral rights can be waived. The moral rights of creators and authors 
have much more emphasis in European law, rather than the in UK, US and Canada. 
Moral rights of authors may impact on the ability to re-use materials even if an 
institution owns copyright, for example where derivative works may cause derogatory 
treatment to an author. 
 
Whatever arrangements are made for transfer or clearance of copyright, moral rights 
will be retained and need to be recognised by institutions and individuals. 
See Casey (2004, p12) for more on moral rights.  
 
While copyright law outlines restricted acts, it also allows certain permitted acts. For 
example, copying insubstantial parts of a work (see McCracken & Gilbert 1995 for 
guidelines on “insubstantial”) is considered “fair dealing” for the following purposes: 
 
• Criticism and review 
• Reporting on current events 
• Private study and research for non-commercial purposes (non-commercial 

requirement introduced 2003) 
 
Short extracts may also be copied under certain educational exceptions, detailed by 
Norman (2004, p26). 
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Licences are used to give permissions (normally restricted acts in copyright law) to 
certain users under agreed terms. See section 8 for more details. 
 
More detailed FAQ available from  
http://www.intellectual-property.gov.uk/std/faq/copyright/index.htm 
 
Further sources of information 

 
Casey, J. (2004) Intellectual Property Rights (IPR) in networked e-learning: a 
beginners guide for content developers. JISC Legal Information. 
http://www.jisclegal.ac.uk/publications/johncasey_1.htm  
This guide acts as useful orientation for anyone dealing with IPR in education. An 
overview ensures an understanding of definitions and the terrain, and many sources of 
further guidance are referenced. 
 
Oppenheim, C. (2004) Recent changes to copyright law and their implications for HE 
and FE. JISC Legal Information. 
http://www.jisclegal.ac.uk/publications/copyrightcoppenheim.htm  
This is a useful outline of the amendments in copyright law made in October 2003. 
Gives particular reference to changes in use for commercial purposes and the 
difficulties posed by assessing this definition. Oppenheim recommends developing 
clear copyright policies and ensuring training and awareness for staff and end users. 
 
Copyright guidelines from various institutions, collated by Loughborough University 
as part of a research project at http://www.lboro.ac.uk/library/crightpages.html 
 
Books: 
 
The following books provide a useful resource for those dealing with copyright in 
practice –  
 
Flint, M. (2005) User’s guide to copyright. Tottel (explains the law and scope of 
copyright and answers to the problems that arise in practice). 

 
McCracken, R. and Gilbart, M. (1995) Buying and clearing rights: print, broadcast 
and multimedia. London: Chapman and Hall. (Particularly good for definitions of the 
various categories of “works” and “slices” of copyright that require consideration. 
Also contains practical advice and examples for negotiating licences) 
 
Norman, S. (2004) Practical copyright for information professionals: the CILIP 
handbook. London: Facet 
This indispensable text aims to provide clear, up-to-date information for those dealing 
with compliance of copyright law. 

 
Pedley, P. (ed.) (2005) Managing digital rights: a practitioner’s guide. London: Facet 
(Provides a clear picture of copyright principles in the digital environment) 
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Pedley, P. (2005) Digital copyright (e-book) London: Facet (Keeps the reader right up 
to date be linking directly to websites, and uses case history to illustrate 
determinations in digital rights) 

 
Burrell, R. (2005) Copyright exceptions: digital impact. Cambridge University Press  
(Quite technical - Examines why copyright exceptions are necessary and the forces 
that have shaped the UK legislation.) 
 
Cornish, G. (2004) Copyright: interpreting the law libraries archives and information 
services. London: Facet (Provides clear question and answer examples for common 
situations) 

 
Wall, R.A. et al. (2000) Copyright made easier 3rd edit. London: Aslib 
(aimed more at researchers) 
 
UK Copyright Acts and Statutory Instruments: 
 
Copyright, Designs and Patents Act 1988 
1992/3233 Copyright (Computer Programs) Regulations  
1995/3297 Duration of Copyright and Rights in Performances Regulations 
1996/2967 Copyright and Related Rights Regulations 
1997/3032 Copyright and Rights in Databases Regulations  
Copyright (Visually Impaired Persons) Act 2002 
2003/2498 Copyright and Related Rights Regulations 
All available from http://www.opsi.gov.uk/  
 

5 Other IPR 
 
Basics and position statements 
 
Intellectual Property (IP) is concerned with the results of human creativity. Value is 
recognised in its expression, and IP law exists to provide protection and to encourage 
development of ideas into assets. This protection must be balanced with the rights of 
those wishing to access these assets. This balance is provided for under the fair 
dealing exceptions 
 
Other relevant Intellectual Property Rights include: 

• Patents - Granted to inventors to give exclusive rights to make, use or sell the 
object of the invention 

• Trademarks and logos - recognisable branding or sign which may be 
registered to give owners an exclusive right. Content creators may be tempted 
to include these in presentations, to enhance learning objects or create visual 
links 

• Design rights - applies to original, non-commonplace designs of the shape or 
configuration of articles 
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• Ideas or “know-how” - ideas are not automatically protected unless in material 
form (and therefore copyright) but can be protected by confidentiality 
agreements 

• Database rights - database content may have copyright protection (if original), 
the design of the database will also be subject to copyright, as well as the 
special ‘database rights’ if the collection is the result of substantial investment 

• Performance rights - in addition to copyright in the content, rights exist in the 
performance of material (for example in giving a lecture) 

Intellectual Property covers a wide range of issues, though most have less impact on a 
Digital Repository than copyright and moral rights. Contributors of content will need 
to avoid using trademarks without permission, and administrators of the repository 
should be aware of how their collection of Learning Objects is affected by database 
rights. Performance rights might exist in a video of a lecture included in course 
material and care should be taken when presenting designs or research data potentially 
subject to patent law. 
 
Intellectual Property Rights (IPR) and associated legislation exist and interact in a 
“cloud” of complexity. They have an impact on a Digital Repository, but this is not 
always clearly defined.  
 
This section is intended to simply raise awareness of the existence of other IPR rather 
than provide detailed information. The resources below are provided for those 
requiring further information. 
 
Further sources of information 
 
Websites 
 
An international perspective from the World Intellectual Property Organization 
http://www.wipo.int/portal/index.html.en 
 
A European service providing information http://www.ipr-helpdesk.org 
 
An official UK government source of information  
http://www.intellectual-property.gov.uk/  
 
JISC Legal advice on IP http://www.jisclegal.ac.uk/ipr/IntellectualProperty.htm 
 
Gowers Review into IP. http://www.hm-
treasury.gov.uk/independent_reviews/gowers_review_intellectual_property/gowersre
view_index.cfm 
 
Books 
Lessig, L. (2003) Future of ideas. Random House  
Explores the meaning of IP in the new high-tech digital age, addressing the legal, 
social, and economic factors at work and provides a thought-provoking argument that 
those qualities that have made the Internet a dynamic force for creativity, freedom, 
and innovation could destroy the Internet's potential 

 
Workpackage 1-1, Activity 11a:  
The legal terrain of Digital Repositories 

12

Jackie Proven, John Casey & David Dripps   



    

Haynes, R. (2005) Media rights and intellectual property. Edinburgh University Press 
0748618805 (Directed at media students) 

 
Mitchell, H. (2005) Intellectual Commons: toward an ecology of IP. Lexington Books 
0739113429 – (Philosophy and theory) 

 
Colston, C. and Middleton, K. (2005) Modern intellectual property law London: 
Cavendish Publishing, 2005  
Outlines the principles and provides a thorough introduction to the subject 
 

6 Privacy and Data Protection 
 
Definitions and position statements 
 
While moral rights of authors exist as part of copyright under IPR; the rights of other 
individuals (such as information about people who are the subjects of learning 
materials) have a range of other legal protections such as privacy (EU and UK law). 
This can have a major effect on material that contains images or data relating to 
individuals, where consent will be required for use. Consent is a major factor for areas 
such as social science and medicine. 
 
Careful records will be needed to ensure compliance with relevant legislation and use 
of learning materials containing sensitive data is monitored. 
 
Further sources of information 
 
Advice on Data Protection from JISC Legal at 
http://www.jisclegal.ac.uk/dataprotection/dataprotection.htm  
 

7 Legislation 
 
Definitions and position statements 
 
Legislation relating to use of repositories can be complex, as a number of factors are 
at work. Firstly the country of use will determine which legislation applies, regardless 
of any protection in the country of origin. Awareness may be required of international 
law when sharing resources on a global scale, although there is a certain degree of 
international agreement, for example due to the Berne Convention for IP 
(http://www.wipo.int/treaties/en/ip/berne/index.html for details). 
 
In the UK, European directives must also be considered. The interaction between 
various pieces of legislation, such as Data Protection and Freedom of Information, 
needs to be taken into account. Legislation is also liable to change, and so users must 
take account of new Acts or Statutory Instruments that affect the use of digital 
materials. 
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Whatever policies are put in place at institutional level must take account of existing 
legislation, and should not contravene rights protected under law. While copyright 
laws appear to have the greatest impact on digital repositories and content authors, 
any human subject of a resource will also have rights under Data Protection and the 
European Convention on Human Rights such as privacy. The Freedom of Information 
Act also impacts on institutions, and may actually provide incentives for some 
institutions to use an institutional repository for storage of documents for easy 
retrieval. 
 
Legislation affects all material produced, processed and consumed by an institution, 
but it becomes more important to consider these aspects in an environment where 
sharing of resources beyond institutional boundaries becomes more likely. 
Consideration and understanding of the law is a key factor in any risk management 
strategy. 
 
Further sources of information 
 
The legal map provides links directly to several pieces of UK legislation. Many of the 
resources noted in the copyright section can aid understanding in practice, and the 
following resources may also be useful: 
 
Pedley, Paul (2003).Essential law for Information Professionals. London: Facet 
 
Lloyd, Ian (2004) Information Technology law. LexisNexis 
 
Carey, Peter (2004) Data Protection: A practical guide to UK and EU law. Oxford: 
Oxford University Press 
 
Smith, Kelvin (2004) Freedom of Information: a practical guide to implementing the 
act. London: Facet 
 
JISC Legal (http://www.jisclegal.ac.uk/ ) provides advice and resources on legal 
matters affecting the education community. 
 
See section 4 for Copyright Acts 
 
Links to other relevant Acts and Statutory Instruments: 
 
Freedom of Information Act 2000 http://www.opsi.gov.uk/acts/acts2000/20000036.htm 
Human Rights Act 1998 http://www.opsi.gov.uk/acts/acts1998/19980042.htm  
(implementing the European Convention on Human Rights) 
The Privacy and Electronic Communications (EC Directive) Regulations 2003 
(Statutory Instrument) http://www.opsi.gov.uk/si/si2003/20032426.htm 
The Copyright and Rights in Databases Regulations 1997 (Statutory Instrument) 
http://www.opsi.gov.uk/si/si1997/1973032.htm 
Special Educational Needs and Disability Act 2001 
http://www.opsi.gov.uk/acts/acts2001/20010010.htm 
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Information on international Intellectual Property legislation can be found at 
http://www.wipo.int/about-ip/en/ipworldwide/index.html  
 

8 Metadata 
 
Definitions and position statements 
 
Metadata – Data about data, or descriptive information used for querying, for example 
a library catalogue record (metadata) describing a publication (data). It may include 
information such as title, format, author, subject or user rights. 
 
Metadata is a powerful and essential tool in a digital repository, enabling resources to 
be organised according to subject or other criteria, and allowing users to find content 
that matches their needs. Without it, digital resources become “invisible” and lost.  
 
Metadata can add value to a resource by describing how it may be used or what the 
user might expect from the content. The “tin of beans” analogy is useful – imagine a 
shelf of tins without labels and how you would go about choosing the right one. Once 
selected, it is useful to have details about nutritional value or perhaps a suggested 
recipe! The “label” can exist separately from the contents, but is most useful if 
transported as one “package” and it is easier to make selections if information 
conforms to recognisable standards such as the way weight, ingredients, cost etc. are 
represented.  
 
In the context of this legal terrain, elements of metadata can provide the means for 
expressing and then projecting information about rights and agreements relating to 
objects in a repository. While metadata is almost always used in Digital Repositories 
according to some standard (see below), there is still work needed to develop 
standards for rights metadata.  
 
Existing Rights metadata in education is not currently used consistently enough to 
provide an effective DRM system or to project licensing agreements, but has the 
potential to carry a lot of weight in representing legal information. 
 
Further sources of information about metadata from these links: 
http://www.ukoln.ac.uk/metadata/ 
http://www.imsglobal.org/metadata/ 
http://www.cetis.ac.uk/ 
http://www.kcoyle.net/jal2_Metadata.html 
 
Learning Object Metadata 
 
A metadata standard has been developed for use in describing Learning Objects, 
called IEEE Learning Object Metadata, with elements designed specifically for the 
educational community. The IEEE LOM is being widely used in this context as it has 
the flexibility to meet the requirements of local implementations while retaining its 
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interoperability. It contains 9 main elements (such as “General”) which are broken 
down into further fields (such as Title; Description). 
 
There are initiatives taking place to explore ways of integrating rights metadata into 
the LOM Schema using Digital Rights Expression Languages (DRELs). One such 
language is Open Digital Rights Language (ODRL), which can be referenced from 
within the “Rights” element of LOM. 
 
Further sources of information 
 
IEEE (2002) Draft standard for Learning Object Metadata 
http://grouper.ieee.org/groups/ltsc/wg12/files/LOM_1484_12_1_v1_Final_Draft.pdf 
 
IMS (2004) IMS Meta-data Best Practice Guide for IEEE 1484.12.1-2002 Standard for 
Learning Object Metadata V1.3 Public draft 
http://www.imsglobal.org/metadata/mdv1p3pd/imsmd_bestv1p3pd.html  
(Full standard and XML binding available from http://shop.ieee.org/ieeestore/ ) 
 
CETIS (2004) UK Learning Object Metadata Core Draft 0.2 
http://www.cetis.ac.uk/profiles/uklomcore/uklomcore_v0p2_may04.doc 
The UK LOM Core is essentially an application profile of the IEEE 1484.12.1 - 2002 
Standard for LOM that has been optimised for use within the context of UK 
education. 
 
TOIA-COLA Assessment Metadata Application Profile v1.2 
http://www.cetis.ac.uk/profiles/uklomcore/toia_cola_metadata_v1p2.doc 
Document outlining an application profile developed for the COLA project, based on 
UK LOM Core 
 
Powell, A. (2005) RDN/LTSN metadata application profile (RLLOMAP). 
http://www.rdn.ac.uk/publications/rdn-ltsn/ap/ 
Application profile, including cataloguing guidelines and notes on binding 
 
Support documents for IntraLibrary (in use by UHI) are available from Intrallect at 
http://www.intrallect.com/support/intralibrary/v2p4/manuals/overview.html 
 
The following links relate to requirements for supporting rights metadata, which will 
be dealt with in other documents: 
Open Archive Initiative (OAI) and  
OAI-Protocol for Metadata Harvesting (OAI-PMH) 
Open Digital Rights Language (ODRL)  
Digital Object Identifier (DOI)  
 
Dublin core 
Dublin Core is another metadata standard and is widely used, although it is thought to 
be less useful in describing learning materials. Further resources including “Using 
Dublin Core” available at http://dublincore.org/resources/ 
 
DCMI (2004) Dublin Core Element Set V1.1 Reference description 
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http://dublincore.org/documents/dces/ 
 
Guidelines for implementing Dublin Core in XML 
http://dublincore.org/documents/dc-xml-guidelines/ 
 
METS 
The Metadata Encoding and Transmission Standard is maintained in the US by the 
Library of Congress and is used to describe objects in digital libraries. It is 
particularly concerned with structural and administrative elements, and can be used to 
describe complex relationships and behaviours of digital objects. 
http://www.loc.gov/standards/mets/mets-home.html  

9 Licences 
 
Definitions and position statements 
 
Building on the rights provided by law, creators, providers and consumers of 
Intellectual Property use licences to describe the rights and responsibilities of all 
parties. Licences assert and protect the rights of authors and owners of IP. Licences do 
not assign (i.e. give up) ownership of content, but instead grant permissions for access 
or use. They can be negotiated, and create a binding contract when signed. The 
advantage of a licence is therefore that it is actually more enforceable under contract 
law than general copyright law. This is an important incentive for their use. 
 
Licences will normally be non-exclusive, meaning that many parties can be granted 
the same (or other) terms at the same time. Licences and other types of agreements 
may be used to express terms and conditions that relate to a digital repository in 2 
main ways: 1) Permissions granted to users of the repository and material within it, 
perhaps agreed as part of gaining access and explicitly outlining the allowed uses of 
digital content (such as educational use only); and 2) conditions under which material 
is accepted from contributors, such as guaranteeing there is no illegal use of 3rd party 
materials in the items deposited. (see appendix for examples) 
 
Licenses have a close bearing on the operation, management and use of the 
repository, but are not necessarily linked or managed digitally. While there is some 
awareness of their existence, there is currently a poor understanding of them in the 
education sector. 
 
Licences in use 
Until recently licences were time-consuming and expensive to create and institutions 
or individuals were unlikely to be able to create suitable agreements covering use of 
their material. Now, however, there are a range of ‘off-the shelf’ ready-made licences 
in use covering creative content including learning material, and it may be possible to 
map an existing licence to the intended policy of a repository or institution. 
 
Creative Commons 
The Creative Commons movement builds on traditional copyright law and is based on 
the notion of “some rights reserved”, providing a balance between creators and 
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consumers of intellectual property. A set of licences allows rights to be offered under 
certain conditions, with “Attribution” being a base right for all. These licence terms 
are projected by presenting symbols and logos with distinct meanings along with the 
work, and referring to the full legal code. The intention is for the symbols to become 
widely recognised and so ease the uncertainty prevalent in using copyright material. 
 
The conditions that can be combined to reflect intended policy are shown below: 

 
 
Attribution – creators must be credited when works are copied, distributed or 
ed. All licences contain this element. perform

  Noncommercial – The work can be used for non-commercial purposes only 

  No derivative works – The work may not be modified  

  Share alike – Derivative works are allowed but must be distributed under an 
identical licence. 
 
The main Creative Commons website has information on the range of licences 
available and tools to help publish your work online with a CC licence 
 
The Creative Commons UK site contains information about the new licences for 
England & Wales jurisdiction, and the draft version for Scotland 
 
Examples of Creative Commons licences in use include: 
MIT OpenCourseware – free educational course content from Massachusetts Institute 
of Technology (BY-NC-SA) 
Berklee Shares – free music lessons from Berklee Press (BY-ND-NC) 
Connexions Repository – Based at Rice University, the “Content Commons” contains 
collaboratively produced educational materials using Attribution (BY) 
The Open University has very recently announced a major project to release materials 
under Creative Commons (http://oci.open.ac.uk/). 
 
CC licences have similar principles to Open Source software licences and there is a 
growing movement to have them recognised and embedded in institutions. See a 
paper on this at http://www.oss-watch.ac.uk/resources/cclicensing.xml 
 
Other licences 
 
The GNU General Public License (GPL) is used to distribute free software on the 
“copyleft” principle (granting freedom to modify and redistribute provided the same 
terms are protected). GNU GPL is complimented by the GNU Free Documentation 
Licence to licence software manuals for free copying and redistribution. See 
http://www.gnu.org/licenses/licenses.html 
 
BBC’s Creative Archive licence was developed on the same principles as Creative 
Commons, but has added terms restricting use to the UK only and preventing use for 
endorsement purposes. 
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JORUM (http://www.jorum.ac.uk/) is a national repository service for learning 
materials, encouraging the sharing of resources across institutional boundaries. They 
have created 2 licences, one for users and one for contributors (depositors), which 
reflect their detailed policy. The licences must be signed by participating institutions 
on behalf of all their “members”. Symbols are also used to represent this licence in the 
JORUM repository.  
 
Derivative licenses are those that have been created by taking an existing licence and 
changing it to meet specific requirements. They are easier to create than one from 
scratch, but should be checked by a legal expert.  
 
Model licences are those created deliberately to allow institutions to sign up to an 
established or pre-negotiated agreement, such as the NESLi2 licence for electronic 
serials (http://www.nesli2.ac.uk/model.htm).  
 
Further sources of information 
 
Case study: Open Source Software Advisory Service, Oxford re-licensing using 
Creative Commons http://www.oss-watch.ac.uk/resources/relicensing.xml 
 
See Section 5(p26) of Casey, J. (2004) Intellectual Property Rights (IPR) in 
networked e-learning: a beginners guide for content developers. JISC Legal 
Information. Available http://www.jisclegal.ac.uk/publications/johncasey_1.htm  
 
A case study on developing license agreements for a digitisation project from the Arts 
and Humanities Data Service (AHDS) 
http://ahds.ac.uk/creating/case-studies/developing-licences/index.html 
 
Oppenheim, C. and Giavarra, E. (2001) JISC/DNER Copyright and Licensing 
Guidelines (2001) http://www.jisc.ac.uk/index.cfm?name=projman_copyright  
 
Giavarra, E. (2001). Licensing Digital Resources: How to avoid the legal pitfalls 2nd 
edition. Central and Eastern European Licensing Information Platform. Available at 
http://www.eblida.org/ecup/docs/licensing.htm  

10 Policies  
 
Definitions and position statements 
 
Implementation of a successful digital repository cannot occur without the backing of 
institutional policy. Strategy regarding ownership and management of educational 
assets should be embodied in policies (Campbell, Blinco and Mason, 2004). Learning 
and teaching strategies will influence policy development – “Embedding [strategies] 
also requires changes to existing policies and mechanisms that shape staff behaviour” 
(Gibbs, 2003). 
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The very act of sharing teaching materials in repositories may require a mandate, and 
there must be a reference point for recognition of the legal aspects that will be 
encountered. 
 
Relevant Institutional policies include –  

• Intellectual Property 
• Acceptable use of IT 
• Employment contracts 
• Freedom of Information 
• Corporate identity 

 
These policies must not only exist, but be supported by procedures that embed them 
in the institution and in staff workflows. Issues to be considered are: 
 

• Visibility and promotion of policies 
• Compliance & audit processes 
• Resources for developing and maintaining policies 

 
Policies should, for example, outline IP ownership in learning objects created in the 
institution, and perhaps provide a clear mandate to allow specific licences to be 
applied to such materials. New policies might be created at the outset of a plan to 
implement a digital repository, and existing policies need to be audited to ensure 
compatibility with a repository service. The LEADIRS workbook (Barton and Waters, 
2004, p101) has a useful checklist of issues to be addressed. 
 
Further sources of information 
 
Barton, M. and Waters, M. (2004). Creating an institutional repository: LEADIRS 
workbook. MIT Libraries. Chapter 4: Legal and regulatory environment and policy 
development. Available at http://dspace.org/implement/leadirs.pdf [Accessed 
18.01.2006] 
 
Example of a simple university IPR policy from University College London 
http://www.ucl.ac.uk/Library/scholarly-communication/ipr.shtml 
 
SHERPA/RoMEO Publishers’ Copyright policy listings website available at 
http://www.sherpa.ac.uk/romeo.php 
 
SURF (2003). Implementing the Zwolle Principles. Copyright Management for 
Scholarship. http://www.surf.nl/copyright/keyissues/scholarlycommunication/principles.php  
Document giving examples of University Copyright policies, useful for viewing best 
practice when implementing policies in line with the Zwolle Principles at 
http://www.surf.nl/copyright/keyissues/scholarlycommunication/implem_Zwolle_principles.pdf 
[Accessed 10.04.06] 
 

11 Resource management 
Definitions and position statements 
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Managing institutional resources should be part of a formal strategy and learning 
objects can be viewed as assets of an organisation. The value of materials may be 
enhanced if shared across the institution as a matter of policy. Library services have 
expertise in collection management and should be considered integral to the 
implementation and maintenance of a digital repository. The institution should have 
clear guidelines for staff on their rights and responsibilities regarding collections of 
resources. 
 
Inclusion of 3rd party materials in learning objects may require careful recording, 
tracking and audit procedures. The Library should form part of an advisory service in 
this area. 
 
E-learning strategies and course delivery aims should be supported by clear resource 
management processes. Institutions offering collaborative provision of courses will 
need clear guidelines for staff on ownership and rights issues. 
 
Resource discovery and informed choice can be enhanced by providing access to 
metadata records. The opportunities presented by metadata harvesting should be 
explored. See OAI-Protocol for Metadata Harvesting (OAI-PMH) and TrustDR 
supporting reports about OAI-PMH  for more information. 
 
Legislation (SENDA) puts requirements on public bodies to make resources 
accessible for those with disabilities. This should be considered when providing Open 
Access to learning objects or their metadata records. 
 
Developments are taking place in the law regarding Legal deposit, which requires 
copies of all published material to be deposited with designated libraries. This will 
extend to non-print material when regulations are created to enforce the Legal Deposit 
Libraries Act 2003 and this may affect learning objects if they are deemed to be 
“published” in a digital repository, particularly open access ones. 
 
Further sources of information 
 
Impact of The Special Needs and Disability Act 2001 (SENDA) 
http://www.jisclegal.ac.uk/disability/accessibility.htm  
 
Text of Legal Deposit Libraries Act 2003 
http://www.opsi.gov.uk/acts/acts2003/20030028.htm 
Information about consultation on the act 
http://www.culture.gov.uk/libraries_and_communities/legal_deposit/  
 
White Paper on The Digital Learning Challenge: Obstacles to Educational Uses of 
Copyrighted Material in the Digital Age 
http://cyber.law.harvard.edu/media/files/copyrightandeducation.html 
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12  Digital Rights Management 
 
Definitions and position statements 
 
The TrustDR project takes a holistic view of DRM systems, and in order to clearly 
define DRM’s ‘place in the map’, its elements are expanded below. 
 
11.1 Elements of DRM 
 

 

Digital Rights Management (DRM) 

2. Rights Technology 
• Authentication 
• Authorisation 
• Access control 
• Protection 
• Tracking 

3. Rights projection 
• Metadata 
• DREL 

1. Rights Management 
• Policies 
• Documentation 
• Records 

management 
 
 

 
Fig.2 Elements of DRM 

 
Digital Rights Management in this context is taken to mean the holistic system that 
supports the management of rights in a digital environment, from inception to final 
use of digital material. Elements can be grouped into 3 areas. The first group is 
concerned with data collection, records management and the creation of policies (1). 
This group impacts on the other elements which may enforce access conditions of 
digital rights through technical means (2) or project information to users (3). Fig.2 
represents a focussed view of DRM. (See Fig.1 for relationships in the wider legal 
terrain of Digital Repositories). 
 
It is important to remember that a repository may not have to implement any technical 
protection measures in its strictest sense if its policy supports trusted, open access. 
Other digital technologies may be used to support policies or licences through rights 
projection, such as statements embedded into rights elements of metadata.  
 
Elements of a DRM system are further described below: 
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Rights management 
 
These elements relate to how an institution decides to use its repository of digital 
learning objects, and are concerned with policy creation and documentation to support 
such a policy. This may include employee contracts, licences, institutional strategies, 
internal and public policies. Clear records will be required both about material (status, 
ownership etc.) and repository stakeholders (levels of access, signed agreements etc.) 
They would not necessarily require any digital technology, but would need to take 
account of the context of a digital environment and its legal terrain. 
 
Rights technology 
 
These elements are concerned with the way technologies are used to project and/or 
enforce conditions of access or use of material in the repository. They will not be 
described in detail here, but are simply shown to be the technical “enactment” of legal 
requirements. Authentication (checking the identity of a user) and authorisation 
(allowing level of access) may be handled by systems such as Athens or Shibboleth 
(covered in more detail in documents from the technical strand of the project – see 
The Three A’s in WP2-1) or access may be controlled by password protection. 
Software may be used, as can be found in Adobe pdf, to restrict the actions that can be 
carried out with resources or to track actions or users. 
 
Rights projection 
 
These elements may also be seen as technical measures, but do not force or restrict 
any actions. Rather they allow the repository to expose policies or licence conditions 
created earlier. The better these elements are handled, the easier it will be for users to 
understand (and easily comply with) legal conditions. 
 
 
11.2 Model of DRM 
 
A useful six-stage model for the creation of a DRM system (reproduced from the JISC 
Digital Rights Management Report produced by Intrallect ltd.), with our annotations, 
is being used as a backbone framework for the TrustDR project. For an accessible 
introduction to this model see the project paper entitled Getting Practical With IPR in 
E-Learning. 
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Legal & Cultural 

Technical 

Legal & 
Technical 
Nexus

 
 

Fig.3 Six-stage DRM model 
 

The model represents the stages that have to be followed to implement a full DRM 
system, with the pivotal point being indicated as the legal and technical nexus. This is 
where many of the issues occur that TrustDR will attempt to describe in further 
documents, before moving on to suggest solutions for reaching a balance at this point. 
 
Rights Management and DRM technologies often exist in a separate “bubble” from 
the repository, but any technologies implemented should work in unison with 
repository activity. 
 
Further sources of information 
 
Briefing paper on Digital Rights Management Systems from the IPR Helpdesk 
 
Intrallect Ltd. (2005) Digital Rights Management: final report. Available online 
http://www.intrallect.com/drm-study/DRMFinalReportv2.pdf  
 
Halliday, L. (2006). Digital Rights Management for Jorum 
http://www.jorum.ac.uk/docs/pdf/Digital_Rights_Management_Watch.pdf 
 
Garnet, N. (2006) Automated rights management systems and copyright limitations 
and exceptions. WIPO SCCR 14/5  
<http://www.wipo.int/edocs/mdocs/sccr/en/sccr_14/sccr_14_5.doc> 
 
APIG (2006) Digital Rights Management: Report of an inquiry by the All Party 
Internet Group. http://www.apig.org.uk/current-activities/apig-inquiry-into-digital-
rights-management/DRMreport.pdf  
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13  Liability 
 
Definitions and position statements 
 
Operation of a digital repository can highlight the responsibilities of institutions and 
individuals as material becomes more visible. Managing all the legal aspects 
described above really amounts to informed risk management. Institutions should 
check their position with regards to Indemnity insurance 
 
Legal infringements may not always have economic costs, but may have a substantial 
impact on the ability for resources to be used.  Legal action can cause loss of 
reputation and injunctions etc. can seriously disrupt operations such as the possible 
requirement to close down an insecure network. 
 
Further sources of information 
 
ISP Liability 
http://www.jisclegal.ac.uk/ispliability/ispliability.htm 
 
Liability for 3rd party provided content 
http://www.jisclegal.ac.uk/publications/thirdpartycontent.htm 
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15 Appendix 1: Examples of licence conditions 
 
Some examples of the range of conditions and agreements that may be included in 
licences are given below: 
 
Users 
 
1. Access to the repository is free and open, and terms of use are clearly expressed in 
a statement which users can view, this would be enforceable.  
 
2. Users must be “authorised” to gain access to the repository, for example by 
entering a password or having their ID checked. A simple agreement is in place that 
outlines acceptable use of material, accepted on one occasion such as first login or 
allocation of a password. Use of all material is then subject to these general 
conditions, which might be as simple as a requirement for attribution of authors. 
 
3. Before being allowed access to the repository, users must sign a licence agreement 
which states conditions of use in detail, including elements such as no further 
distribution of material, no commercial use or no modification allowed. The licence is 
supported by institutional policy and all materials carry the same conditions. 
 
4. Each resource has a different set of conditions, expressed in its own metadata 
element, and users must read, understand and accept usage terms on each occasion. 
An introductory repository agreement will outline the need for users of to view and 
follow these terms. 
 
Contributors 
 
1. Contributors to the repository must agree to allow open access to their material, and 
be responsible for ensuring no conditions are attached, perhaps also agreeing to 
indemnify the repository for any subsequent claim. 
 
2. Material is accepted according to a basic agreement specific to the repository which 
allows wide and unrestricted distribution and reuse of material. Contributors are made 
aware that only authorised users will gain access to the material. Authors would be 
required to give an assurance of their copyright ownership. 
 
3. Contributors to the repository abide by an institutional policy which explicitly 
ascribes   Intellectual Property ownership (whether taken over by employer or other 
arrangement). 
 
4. Contributors may be expected to allow reuse under specific terms, such as non-
commercial or no derivatives allowed. These terms would then be projected to users 
of the repository. 
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5. Contributors may attach their own set of conditions to a resource, and can 
reasonably expect that users will be encouraged to abide by these conditions through 
clear expression within the repository.  
 
All of these examples rely to some extent on trust on the part of all stakeholders, as 
usage is not restricted by technical means beyond the authentication and authorisation 
mechanism provided by logins or alternative access arrangements. The success of any 
licensing option depends on a supportive system based on the culture of the 
communities providing and consuming material. Stakeholders must “sign up” to 
agreements ideologically as well as physically. 
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