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Note this article assumes some familiarity with these terms; Learning Objects, 
Metadata, Educational Standards for Technical Interoperability, Digital Repositories 
and Learning Design. For a useful quick introduction to each of these concepts please 
follow these web inks: 
 
Learning Objects (Content Packages) & Learning Design 
http://www.cetis.ac.uk/static/briefings.html 
 
Metadata 
http://www.cetis.ac.uk/content2/20050210042132 
 
Educational Standards for Technical Interoperability: 
http://www.cetis.ac.uk/static/standards.html 
 
Digital Repositories 
http://www.jisc.ac.uk/index.cfm?name=pub_repositories 
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1 Introduction 
TrustDR documents and outputs are aimed at several broad groups of ‘actors’ in e-
learning (teachers, support staff, librarians, technologists, managers) that would 
correspond to the organisational framework that we produced for the Scoping Report 
in SP-2. The purpose of this document is to collate sources of information on the 
topics identified in the legal terrain mapping activity (The Legal Terrain Affecting 
Digital Repositories in WP1-1), which we describe as a complex ‘problem area’, and 
to point to issues that require further development work – a gap analysis. 
 
We are aiming to address ‘beginners’ in all the domains, as well as those who are not 
- but urgently need to put themselves in the place of those who are in order to be able 
to help them. This document will point these readers to useful sources as well as 
showing the relationship between what often appear as disparate subjects, combining 
cultural and educational issues with technology and the law. 
 
Our project aim is to suggest solutions through informed decision-making. The actors 
need to know enough to understand the problem and its components in order to 
participate in creating a workable solution. This requires a systematic and holistic 
approach.  
 
The sources described in this document necessarily cover a wide range of topics 
including legislation, implementation issues, management, achieving culture change, 
workflows, and procedures. 
 

2 Repositories and Learning Objects 
Terminology can be a crucial factor in this area, causing many to fall at the first 
communication hurdle. Experience of this project has shown that actors across 
different domains have difficulty due to assumptions and predefined knowledge 
zones. To some the term ‘repository’ will equate to ‘Institutional Repository’ (IR) 
specifically designed to store and provide (usually open) access to research articles, as 
opposed to a more general definition, or a repository for learning objects. It is 
therefore crucial to highlight these differences in understanding at the start and try to 
allow for them. Those that work in this area also have a responsibility to inform those 
working in a single domain of the existence of similar work elsewhere – this is not an 
area where traditional academic ‘silo’ attitudes are tolerable. To this end we will make 
use of different representations of the area. Text, graphics, flow charts, frameworks 
and models may not always provide a definitive picture in a changing area, but can 
provide a useful overview of the main features and relations. Digital repositories of 
learning objects represent an uncharted area for most institutions, thus we are 
attempting to provide a map for entering the area that will help them make sense of it. 
 
Our project aims to create a variety of information resources and development ‘tools’ 
to promote understanding in this area, many of which have drawn on the wide variety 
of resources that are referenced and described in this document. 
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2.1 Background to repositories 
A number of useful articles are listed in the Review and Analysis of Relevant Work 
into IPR and Digital Collections: full summary reports and narrative in WP1-1, 
background information in that report can be found under the heading of: 
Implementation of Repositories. The project has also produced a number of 
documents with definitions and guidance on technical factors, cross-referenced to 
each other.  
 

2.1.1 Resources about repositories 
• JISC has produced brief guides directed at UK education with useful advocacy 

for implementing repositories: JISC (2005) Digital Repositories: Briefing 
paper – FE / HE. Available at  

http://www.jisc.ac.uk/uploaded_documents/JISC-BP-Repository(FE)-v1-final.pdf  
 

• Publications and initiatives from Academic ADL Co-Lab at 
http://www.academiccolab.org for example a paper on users’ expectations of 
repositories at  
http://www.academiccolab.org/resources/RepoSurvey2004-1.pdf 

 
• CETIS (the centre for educational technology interoperability standards) is the 

best source of information and advice on standards and the website 
(http://www.cetis.ac.uk/) contains many relevant articles to enable informed 
choice. Projects that have implemented repository services using standards and 
specifications are collated at http://metadata.cetis.ac.uk/implementations/. 

 
The Institutional Repository world for research papers represents a more mature area, 
and although it has different (less complex) legal issues, reports of developments in 
this area can prove useful. For example: 
 

• Barton, M. and Waters, M. (2004) Creating an institutional repository: 
LEADIRS workbook. MIT Libraries http://dspace.org/implement/leadirs.pdf  

Chapter 4 deals with Legal and regulatory environment and policy development 
 

• Mackie, M. (2004) Filling institutional repositories: practical strategies from 
the DAEDALUS project.  Ariadne 39. 
http://www.ariadne.ac.uk/issue39/mackie/ 

This article deals with the multiple strategies that were required to ‘seed’ an eprint 
repository. 

 
• UKOLN and Eduserv have produced a vision for the future of digital 

repositories, building on the IR model and encompassing learning materials 
and other content - Heery, R. and Powell, A. (2006). Digital Repositories 
Roadmap: looking forward is available from 
http://www.jisc.ac.uk/index.cfm?name=rep_pres#back  
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Digital repositories will necessarily exist within an institutional framework of 
technical systems. Guidance on Information systems is available from Universities 
and Colleges Information Systems Association (UCISA), for example: 

• UCISA Information Security Toolkit at http://www.ucisa.ac.uk/ist/agree/  
 

2.2 Requirement for guidance 
Institutions are at such early stages of learning object repository implementation that 
there is a need for general advocacy to get stakeholders interested and involved. 
TrustDR documents aim to ‘explain and persuade’ about the IPR aspects of operating 
a repository and our outputs are intended to provide advocacy for this at all levels of 
an institution. Some basic arguments need to be made about the value of learning 
objects and the potential values of sharing, as well as the services that a repository can 
offer. A learning object repository should be recognised as a support mechanism for 
quality teaching rather than the means – it needs to be part of holistic Teaching & 
Learning strategy. 
 
Institutional management require tools for high-level “meta-management” issues for 
implementation. This could be the development of a suitable reference model (such as 
the OAIS1 reference model currently being examined by the community), which in 
turn feeds into an audit checklist. Managers would be able to establish where they 
“fit” within a framework and what action is required to meet their chosen strategy. 
Such an audit tool should include reference to best practice with examples of 
repositories embedded into teaching and learning practice. It would make sense for 
such tools to be linked as much as possible – for instance the institutional e-learning 
benchmark tools developed by Bacsich: 
 

• Bacsich, P. 2005b. Benchmarking e-Learning: An Overview for UK HE, 
published under a Creative Commons Attribution-ShareAlike 2.0 England & 
Wales License, October 2005. See 
http://www.alt.ac.uk/altc2005/timetable/files/527/Benchmark_overview.doc  

• Bacsich, P. 2005a. Theory of Benchmarking for e-Learning: A Top-Level 
Literature Review, March 2005. See 
http://www.cs.mdx.ac.uk/staff/profiles/p_bacsich/Benchmark-theory.pdf 

 
The TrustDR project has created an organisational framework tool from which we are 
building a number of other tools for analysis, implementation and audit that 
management should find very useful. 
 
TrustDR also aims to produce an analysis and audit tool specifically to support people 
in articulating their view of value in teaching and learning materials. This is a tricky 
area and will draw on the earlier work in the project. Ideas about value are likely to 
play an important role in determining the nature of any DRM systems. 
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2.3 Repositories and Learning Objects – gap analysis 
The following requirements for guidance in this area have been identified: 

 Advocacy – for the benefits of sharing and reuse of learning materials, linked 
to institutional reorganisation 

 Analysis about ‘value’ of learning materials 
 ‘Explain and persuade’ documents about repository services and possible IPR 

solutions 
 Examples of links between repository use and Teaching & Learning strategies 
 Analysis and audit tools 
 Exemplars of Learning Object use – feedback, student evaluation and 

institutional evaluation linked to clear measurables (retention rates, pass rates, 
grades etc.) 

 Visualisation tools for different aspects of repository usage 
 

3 Copyright 
Copyright can appear to be a frightening issue to many people and is often left to be 
dealt with by ‘someone else’. Experience of previous projects has shown that this 
approach creates unnecessary problems, that can be avoided with planning and 
attention to detail. Copyright is something to be addressed at the very outset, as it is 
fundamental to decisions about ownership, access to resources and the operation of a 
repository. It is useful to have a co-ordinated approach, drawing on skills of legal 
experts and librarians for managing records and providing advice. 
 

3.1 Existing guidance 
• JISC Legal provides relevant information and advice for the UK education 

sector on all legal issues including copyright, as well as links to other sources 
and details of training events at http://www.jisclegal.ac.uk/. Several TrustDR 
documents in WP1-1 also give an overview for readers, and highlight issues 
for specific stakeholders [WP1-1, activity 10 and 11]. References are given to 
guides such as Casey’s IPR in networked e-learning at 
http://www.jisclegal.ac.uk/publications/johncasey_1.htm 

 
• SURF. Copyright management for scholarship. http://www.surf.nl/copyright/ 

This website from SURF in the Netherlands aims to engender “scholarship 
friendly” copyright practices. It examines the interests of all stakeholders and 
sets out management methods for implementing what are called the Zwolle 
Principles. See 

http://www.surf.nl/copyright/keyissues/scholarlycommunication/principles.php 
 

• See TrustDR resource lists for more books, articles and websites on copyright. 
The Jiscmail list LIS-COPYSEEK also provides an invaluable forum for 
advice. 
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3.2 Copyright Advocacy 
There is still a need to engage with a wider audience on copyright issues. In a recent 
course on Copyright and academic culture2, Siva Vaidhyanathan discussed the need 
for rhetoric (i.e. persuasion) about value – seeing content as a resource not a 
commodity, and copyright as a fair bargain rather than method of control. 
 
Managers have a role to play in instilling trust and a culture of sharing. As academics 
become creators they need to recognise the real incentives for using and building on 
copyright – providing mechanisms for attribution, disseminating knowledge and 
lowering ‘transaction costs’ of access to resources. Guidance is needed to show how 
this can work in practice for education, perhaps with reference to the new business 
models appearing in the wider digital environment. 
 
While many information resources exist, there is a need for embedded understanding 
about copyright, building it into policies and procedures and providing consistent 
support. New models are appearing, for example in some Irish Universities3, which 
provide library support (including copyright advice) for all teaching resources. 
 
A recent US study into the effects of copyright legislation on educational use of 
content has produced a White Paper which presents evidence of a climate of ‘risk-
averse’ activity and ‘locked up’ content, with suggestions for enabling 
‘unencumbered use of educational content’: 

• Fisher, W.W. et al. (2006) The Digital Learning Challenge: Obstacles to 
Educational Uses of Copyrighted Material in the Digital Age. Berkman White 
Paper. http://cyber.law.harvard.edu/media/files/copyrightandeducation.html 

 

3.3 Copyright – gap analysis 
The following requirements for guidance in this area have been identified: 

 Rhetorical documents for advocacy to engage wider audience on copyright 
issues and value -  the APIG inquiry into DRM4 and Gower’s review of IP5 are 
bringing this kind of discussion into public view 

 ‘Evangelism’ for a culture of trust, openness and sharing grounded by an 
appreciation of the law 

 Relating copyright to the ‘business of e-learning’ (see the Scoping Report in 
SP-2 and Understanding the Business of E-Learning: before applying any 
DRM in WP1-2) 

 Examples of integrated approach to managing copyright 
 

                                                 
2 Course run by University of Maryland Centre for Intellectual Property (http://www.umuc.edu/cip/)  

3 From presentations at IUISC 2006 (http://www.iuisc.ie/2006/index.html)  

4 See http://www.apig.org.uk/current-activities/apig-inquiry-into-digital-rights-management.html  
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4 Moral Rights of authors 
Copyright also grants moral rights, including the right to be named as author 
(paternity right) and the right to object to derogatory treatment (right of integrity). 
However, the situation can become confused, as under UK law paternity right does 
not automatically extend to works created in the course of employment6, leaving it at 
the employers’ discretion. Authors automatically qualify for the right of integrity once 
they have been identified in connection with the work. 
 
The right to attribution may be a strong incentive for content creators (especially 
academics); therefore it may be in the interests of an institution to promote the right of 
attribution. It is, however, important to be clear about the existence of integrity rights 
if material is being designed for reuse and to use contracts and licences to explicitly 
state what use is permitted.  
 

4.1 Moral rights in practice 
Moral rights of authors may impact on the ability to re-use materials even if copyright 
has been cleared, for example where derivative works cause derogatory treatment to 
an author by using out of context or misrepresenting the original. In the e-book 
Digital Copyright, Paul Pedley outlines the effects of digitisation on moral rights and 
in particular the right to integrity which could be threatened by manipulation of text or 
images7

 
It as an infringement under copyright law to remove rights management information – 
including references to authors and copyright owners – from digital works. This 
provides a valuable means to project attribution for authors, and can be managed by 
the functionality of a repository. This shows one possible relationship between fair 
copyright policy and technical support, and could be used to advocate such systems. 
 
As the JISC Legal guide by Casey8 describes “a simple, clear, fair and reasonable 
employment policy and practice are probably the best approach in this area”. See the 
rest of the guide by Casey for more information about moral rights. 
 
Case law is often used to illustrate the effects of moral rights, for example in a study 
by the European Commission9

 

4.2 Moral rights – gap analysis 
As the potential for re-use of learning objects develops, evidence will be needed of 
the possible effect on moral rights of derivative use. Questions to be addressed are: 
                                                 
6 CPDA 1988, Section 79 

7 Pedley, P. (2005) Digital Copyright. p92. http://www.facetpublishing.co.uk/ibriefing/index.shtml  

8 http://www.jisclegal.ac.uk/pdfs/johncasey.pdf  
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 Can attribution of original authors persist through multiple versions and dis-
aggregation? 

 What are the solutions for managing authors’ rights to attribution and the 
rights of integrity by institutions? 

 

5 Other IPR 
Intellectual Property Rights extend to other areas beyond copyright and include: 

• Patents - Granted to inventors to give exclusive rights to make, use or sell the 
object of the invention.  

• Trademarks and logos - recognisable branding or sign which may be 
registered to give owners an exclusive right.  

• Design rights - applies to original, non-commonplace designs of the shape or 
configuration of articles 

• Ideas or “know-how” - ideas are not automatically protected unless in material 
form (and therefore copyright) but can be protected by confidentiality 
agreements 

• Database rights - database content may have copyright protection (if original), 
as well as database rights if the collection is the result of substantial 
investment 

• Performance rights - in addition to copyright in the content, rights exist in the 
performance of material (for example in giving a lecture)  

 
These are covered in TrustDR mapping documents from The Legal Terrain Affecting 
Digital Repositories in WP1-1. Some relevant sources of guidance are highlighted 
below: 
 

5.1 Other IPR - Sources of guidance 
• Official UK source of general information  

http://www.intellectual-property.gov.uk/ 
 

• UK Patent Office, responsible for administrating UK IP as well as granting 
patents http://www.patent.gov.uk/ 

 
• Comprehensive EU information from the IPR-Helpdesk http://www.ipr-

helpdesk.org/controlador/documentos?seccion=notaDescriptivaIP&len=en 
 

• The University of Maryland Centre for Intellectual Property provide resources 
and tutorials directed at higher education 
http://www.umuc.edu/distance/odell/cip/ 

 
• Books on developing cultural attitudes about IPR 

Lessig, L. (2003) Future of ideas. Random House  
Haynes, R. (2005) Media rights and intellectual property. Edinburgh 
University Press  
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5.2 Relating IPR to learning object repositories 
Many HE institutions deal with IP through research or commercialisation offices that 
have a different focus from those concerning e-learning material. There needs to be 
clear direction and source of advice which recognises teaching strategies. 
TrustDR aims to create models to address value in created IP. The project aims to 
produce analysis and audit tools for dealing with IP in materials potentially managed 
by digital repository functions. 
 
In the USA a growing movement is advocating open access for learning objects under 
Open CourseWare (OCW) initiatives. The Center for Open and Sustainable Learning 
(COSL) is a leading advocacy in this area and provides resources on their website 
such as Intellectual Property for OCW available at 
http://cosl.usu.edu/projects/start-an-ocw/intellectual-property-for-opencourseware 
The direction and focus provided by the COSL OCW project is of such potential use 
that it will be referenced in other sections of this document (Policies, Licences and 
Resource Management). 
 
With more focus on preservation of assets, the Digital Preservation Coalition has 
produced a handbook which includes a section on institutional strategies for rights 
management at http://www.dpconline.org/graphics/inststrat/rights.html  
 
A document on IPR in e-learning programmes has been released by HEFCE with 
comprehensive guidance, case studies and model contracts. Available at 
http://www.hefce.ac.uk/pubs/hefce/2006/06_20/ 

5.3 IPR – gap analysis 
The following requirements for guidance in this area have been identified: 

 Realignment of institutional IP advice for teaching material 
 Clear direction on the value in ‘typologies’ of content 
 Advocacy and promotion for OCW initiatives 
 Effect of IPR decisions on preservation 

 

6 Legislation 
The main problem for managing digital repositories is the complexity of inter-related 
laws. Legislation impacting on the management of digital repositories includes 
Copyright, Freedom of Information, Data Protection, Human Rights, E-commerce, 
ISP liability, Defamation, Accessibility and others. This document and others in 
WP1-1 highlight areas of the legal terrain that require further understanding and 
suggest that an appreciation of the law and a deep understanding of the ‘business of e-
learning’ is the basis for forming policies and creating an integrated approach. 
 

• All UK legislation is available from http://www.opsi.gov.uk. 
 

• JISC Legal provides commentaries on current aspects of legislation at 
http://www.jisclegal.ac.uk/law_watch.html and a useful document compiling 
legislation (such as the CPDA 1988 integrated with subsequent Statutory 
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Instruments and other acts) is available at 
http://www.patent.gov.uk/copy/legislation/legislation.pdf  

 
Also see The Legal Terrain Affecting Digital Repositories in WP1-1 
 

6.1 Legislation – gap analysis 
The following requirements for guidance in this area have been identified: 

 Developing and embedding an understanding of the legislative environment in 
institutions and the professions 

 Supporting the development of institutional expertise relating the educational 
and legal terrain to operation of digital repositories 

 

7 Policies 
The very act of sharing teaching materials in repositories may require a mandate, and 
provides a reference point for recognition of the legal aspects that will be 
encountered. The most relevant institutional policy will be that which regulates 
Intellectual Property and copyright, but others regarding acceptable use of IT, 
employment contracts, Freedom of Information and corporate identity will also be 
important. 
 

7.1 Policy development 
These policies must not only exist, but be supported by procedures that embed them 
in the institution and in staff workflows. Issues to be considered are: 

• Visibility and promotion of policies 
• Compliance & audit processes 
• Resources for developing and maintaining policies 

 
Policies should, for example, outline IP ownership in learning objects created in the 
institution, and provide a clear mandate to allow specific licences to be applied to 
such materials. New policies need to be created at the outset of a plan to implement a 
digital repository, and existing policies need to be audited to ensure compatibility 
with a repository service.  
 
Existing guidance comes mainly from approaches to policy development for 
managing copyright in research material, but can provide some useful pointers: 
 

• The workbook by Barton and Waters from the Learning About Digital 
Institutional Repositories Seminars (LEADIRS) (Chapter 4: Legal and 
regulatory environment and policy development) has a useful checklist of 
issues to be addressed. See http://dspace.org/implement/leadirs.pdf.  
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• ROARMAP (Registry of Open Access Repository Material Archiving 

Policies) - Examples of worldwide self-archiving policies at 
http://www.eprints.org/openaccess/policysignup/ 

 
• Guiding principles on research output from Research Councils UK at 

http://www.rcuk.ac.uk/access/cover.asp 
 

• US Database of IP Policies http://www.nciia.net/r_policies.html 
 

• Guidance is available from COSL10 in the US for developing policies that 
mandate an open approach to course materials (the OCW model), including 
the reasons to take this approach and issues to be considered. See Policy issues 
for Institutions at http://cosl.usu.edu/projects/start-an-ocw/intellectual-
property-for-opencourseware/policy-issues-for-institutions/index_html  

 
• Carol Fripp of AEShareNet11 describes the importance of developing policies 

that address the reality of IP issues in educational institutions, and describes 
lessons from the AEShareNet project in Open Content Licensing: An 
Emerging Option for Intellectual Property Management. IIR Conference, 
Commercialising Intellectual Property. Available: 
http://www.aesharenet.com.au/news/archive/pdf/IIR%20Conference%20Aug
%202004%20260704_2.pdf   

 
A HEFCE report on IPR in e-learning relates these issues from the research 
community to teaching material and discusses ownership, contracts and policy 
development http://www.hefce.ac.uk/pubs/hefce/2003/03_08/03_08.pdf. The 
principles outlined for policy development will require a high degree of awareness-
raising activity and can be resource intensive due to the need for new contracts to be 
drawn up or individual negotiations to take place.  

• A new document on IPR in e-learning programmes has been released by 
HEFCE with comprehensive guidance, available at 
http://www.hefce.ac.uk/pubs/hefce/2006/06_20/  

 

7.2 Embedding policy 
We suggest the way forward here is to follow the model of institutional Acceptable 
Use Policies (AUP) – they have high visibility and acceptance. But be warned this can 
only be done after the preparatory work is done. It would be a grave mistake, the 
worst kind of ‘tickbox’ mentality, to insert clauses into an AUP and expect that to 
provide a usable DRM system. 
 

                                                 
10 Center for Open and Sustainable Learning http://cosl.usu.edu/  
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7.3 Policies - Gap analysis 
It is not clear if the policy development guidance for research (above) can be mirrored 
for e-learning material in UK institutions. The following might give some possible 
approaches 

 Policy creation targets – extending the Zwolle guidance and giving step-
through model 

 Database of UK institutional policies for comparison 
 Evidence of mapping elements to teaching strategies and missions 
 Advocacy and acceptance of OCW model for material, and developing 

guidance material from COSL for use in the UK. The tradition of institutional 
ownership may prove to be the greatest barrier. 

 Incentives to create and share material such as promoting culture of attribution 
and recognition of scholarly status of teachers 

 Map policies to standard licences 
 

8 Licences 
Licences are designed to act as a contract between parties, founded on a legal 
framework (copyright law and contract law) and used to clarify the rights and 
obligations of parties to the agreement. In negotiating licences, institutions should 
ensure they fulfil the needs that are expressed in their policies. The following section 
highlights some sources of information to provide guidance on the complex area of 
licensing, with 8.2 pointing to some ‘off-the-shelf’ solutions. 
 

8.1 Existing guidance on licensing 
The following resources give guidance on using and creating licences 
 

• McCracken, R. and Gilbart, M. (1995) Buying and clearing rights: print, 
broadcast and multimedia. London: Chapman and Hall - This book is 
particularly good for definitions of the various categories of ‘works’ and 
‘slices’ of copyright, which require consideration and contains practical advice 
and examples for negotiating licences. 

 
• Oppenheim, C. and Giavarra, E. (2001) JISC/DNER Copyright and Licensing 

Guidelines (2001) http://www.jisc.ac.uk/index.cfm?name=projman_copyright  
 

• Giavarra, E. (2001). Licensing Digital Resources: How to avoid the legal 
pitfalls 2nd edition. Central and Eastern European Licensing Information 
Platform. Available at http://www.eblida.org/ecup/docs/licensing.htm  

 
• Section 5(p24) of Casey, J. (2006) Intellectual Property Rights (IPR) in 

networked e-learning: a beginners guide for content developers. JISC Legal 
Information. Available 
http://www.jisclegal.ac.uk/publications/johncasey_1.htm 
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• A case study on developing license agreements for a digitisation project from 
the Arts and Humanities Data Service (AHDS)  

 http://ahds.ac.uk/creating/case-studies/developing-licences/index.html 
 

• Example Licence agreement for digitisation projects from TASI 
http://www.tasi.ac.uk/advice/managing/licence1.html  

 

8.1.1 Licences as contracts 
Various sources are available providing the legal background to contracts and 
licences. A contract consists of an intentional agreement between parties consisting of 
an offer and acceptance (as in a purchase where someone offers to buy and the retailer 
accepts the offer). In England & Wales a contract additionally requires ‘consideration’ 
or promise (such as when money is tendered for the purchase) whereas consideration 
is not necessary under Scots Law. There is therefore a question about the status of 
licences which require no ‘consideration’, or licences which cannot be accepted prior 
to purchase (known as ‘shrink-wrap’). However, licences entered into willingly 
should be seen as legally binding, and given due respect. 
 

• Pedley, P. (2003) Essential law for information professionals. London: Facet 
This book has a useful chapter on contracts and licensing agreements with 
descriptions of clauses to look out for (such as warranties and indemnities).  

 
• A more detailed look at clauses can be found in Bebbington, L. (2001) 

Managing content: licensing, copyright and privacy issues in managing 
electronic resources Available at 
http://www.biall.org.uk/docs/PULIMVIN2bebb.pdf  

 
• Pedley’s e-book Digital Copyright (available from Facet publishing at 

http://www.facetpublishing.co.uk/ibriefing/index.shtml) discusses the 
relationship between copyright and contract law. 

 
• See section on contracts at http://www.out-law.com (Registration required) 

 
• Creative Commons licences (see next section) are legally binding as contracts. 

In addition the Scottish versions have explicit contractual effect due to the 
difference in Scots law (contracts not requiring ‘consideration’). See more 
information at http://creativecommons.org.uk/?n=Scotland.Home 

 

8.2 Open content and Creative Commons 
One of the solutions to licensing we are exploring is the use of standard or model 
licences such as Creative Commons. Model licences have been used by institutions 
for electronic serials for some time, allowing institutions to sign up to an established 
or pre-negotiated agreement (See the NESLi2 licence at 
http://www.nesli2.ac.uk/model.htm) 
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The following sources give guidance on the applicability of Creative Commons (CC) 
for e-learning material. 
 

• A report for the Common Information Environment (CIE)12 provides the 
rationale for CC in education and overcomes many of the perceived barriers to 
their use (available http://www.intrallect.com/cie-study/). 

 
• The Open Source Software advisory service (OSS Watch) provides resources 

on CC and other licences at http://www.oss-watch.ac.uk/resources/ipr.xml and 
have documented a Case study on re-licensing at Oxford University using 
Creative Commons http://www.oss-watch.ac.uk/resources/relicensing.xml 

 
• Case study documented for TrustDR on licensing an amended work with 

Creative Commons – [TrustDR Case Study 1: Clearing content for 
distribution and sharing with Creative Commons licence in WP1-6] on 
TrustDR web page Work in progress 

 
• Resources about licensing materials for reuse from the Center for Open and 

Sustainable Learning (COSL), Utah and advocating CC Attribution-
Noncommercial-ShareAlike (by-nc-sa) licence 
http://cosl.usu.edu/projects/start-an-ocw/intellectual-property-for-
opencourseware/licensing-materials-for-reuse/index_html 

 
• BC Campus in Canada has developed an approach to licensing based on 

Creative Commons, with a regional version BC Commons. Their brochure at 
http://www.bccampus.ca/Assets/BC+commons/BC+commons+brochure.pdf 
describes the ‘value proposition’. 

 
The Australian government has established a system for sharing e-learning content 
with a standard licence framework called AEShareNet. The website 
(http://www.aesharenet.com.au/) outlines the benefits and principles of these licences 
and provides guidance and advocacy material such as the following. 
 

• The glossary is useful for understanding licence terms and contains practical 
guidance on processes and procedures such as how to preserve rights metadata  

http://www.aesharenet.com.au/coreBusiness/whatWeDo/179glossaryexplanation.asp  
• Advocacy for a range of stakeholders 

http://www.aesharenet.com.au/coreBusiness/176benefits.asp  
• Useful checklist of issues to be considered 

http://www.aesharenet.com.au/backgroundInformation/021checklist.asp  
• Grid comparing the features (known as ‘protocols’) of licences in the 

AEShareNet ‘set’ 
http://www.aesharenet.com.au/coreBusiness/whatWeDo/pdf/LicenceComparis
onTablevn10.pdf  
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8.3 Licences – Gap analysis 
The following requirements for guidance in this area have been identified: 
 

 Explanatory commentary on CC licences and other ones such as the JORUM 
licence and the JISC Model Licence 

 Mapping Creative Commons licences to policies 
 Procedures for granting appropriate licence by individuals/institutions 
 Case studies on applying licences to e-learning content 
 How to expose/enforce licences with ODRL 
 Reflecting policy in a licence 
 Examples of case law upholding Creative Commons 

 

9 Metadata 
Metadata is a powerful and essential tool in a digital repository, enabling resources to 
be organised according to subject or other criteria, and allowing users to find content 
that matches their needs. Without it, digital resources become “invisible” and lost. 
The PerX project has produced an article on the benefits of metadata (Moffat, 2006 
see http://www.icbl.hw.ac.uk/perx/advocacy/exposingmetadata.htm). 
 

9.1 Metadata in practice 
In the context of this legal terrain, elements of metadata can provide the means for 
expressing and then projecting information about rights and agreements relating to 
objects in a repository. While metadata is almost always used in Digital Repositories 
according to some standard (see below), there is still work needed to develop 
standards for rights metadata. The metadata creation process must also be carefully 
considered, and guidance exists from various sources. 
 
A repository of metadata records may also constitute a database and therefore acquire 
the protection of Database Rights. The impact of this is described in the section on 
projecting rights through metadata. 
 

9.1.1 Standards 
Our legal terrain documents and resource lists (see TrustDR website) describe the 
need for using metadata standards and point to a number of relevant sources of 
information. Two regarding the use of IEEE LOM and its application profile UK 
LOM Core are highlighted here: 
 

• Barker, P. (2005). What is IEEE Learning Object Metadata / IMS Learning 
Resource Metadata? CETIS: 
http://metadata.cetis.ac.uk/guides/WhatIsLOM.pdf  

 
• CETIS (2004). UK Learning Object Metadata Core Draft 0.2. Available at 

http://www.cetis.ac.uk/profiles/uklomcore/uklomcore_v0p2_may04.doc 
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• More general but useful advice is available from the Technical Advisory 
Service for Images (TASI) see 
http://www.tasi.ac.uk/advice/delivering/metadata.html and also the Arts and 
Humanities Data Service (AHDS) see 
http://www.ahds.ac.uk/creating/information-papers/metadata/index.htm  

 

9.1.2 Workflows 
It is necessary to build the metadata creation process into management of digital 
resources from the very start, particularly with regard to rights information. The 
national repository service JORUM describes the development of a collaborative 
approach to metadata creation in their report at 
http://www.jorum.ac.uk/about/research/archive/docs/vol5_Fin.pdf and Currier (2004) 
discusses this issue in the article Metadata Quality in e-Learning: Garbage In - 
Garbage Out? see http://www.cetis.ac.uk/content2/20040402013222 
 
Tools are available to allow automatic creation of metadata in some instances, or to 
ease its creation so that various roles (academics, administrators, librarians) can be 
involved. Our position is that libraries should have a managing and quality assurance 
role overseeing the process. Developments are under way to produce new cataloguing 
rules (based on Anglo-American Cataloguing Rules) that extend their application to 
material in any format, including digital 
 

9.2 Projecting rights through metadata 
Use cases developed by TrustDR and other projects have shown the need for metadata 
records to be distributed for various purposes – to promote institutional assets, 
provide a record of attribution for authors, provide a mechanism for access to 
resources, ensuring persistent record of teaching materials etc. The TrustDR DRM 
framework described in other documents  (and shown below in section 12) represents 
this as part of a system that must be preceded by policy creation – f or a good 
introduction see the project paper Getting Practical With IPR in E-Learning.  
 
We deal here with the need for guidance in this part of the “system” - the technical 
support structure that can aid an implementation built on sound policy and licensing 
strategies.  
 

9.3 Metadata – gap analysis 
The following requirements for guidance in this area have been identified: 

 Basic guides demystifying technology e.g. ODRL, OAI-PMH, Shibboleth etc 
 Development of Use Cases, and more general scenarios 
 Case Studies 
 Identify best practice in metadata creation workflows 
 Identify metadata required to project policies 
 Mapping metadata creation to licence conditions 
 Map metadata to DRM functionality 
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 Basic advocacy for the use of metadata and a challenge to the illusions of a 
technical ‘AI style’ fix 

 

10 Resource Management 
Resource management strategies will require decisions based on local need as well as 
national/political agendas. Local needs will depend on identifying the type of content 
and the level of protection it requires (also see DRM: Access management section 12 
below). Strategies should be designed to maximise the value of resources and provide 
efficiencies for the institution, and project its educational mission. Managing 
resources centrally will also form part of a risk management strategy when dealing 
with intellectual property. 
 

10.1 Strategies for managing educational content 
• The first step in managing resources will be to identify the content, its purpose 

and potential users and to make some decision about value. The Mandate13 
project based at John Wheatley College has produced a toolkit for asset 
management for colleges, beginning with strategy development. See details of 
this section at http://www.jwheatley.ac.uk/mandate/Toolkit/strategy.htm 

 
• Managing e-learning content will require consideration of many of the 

principles of records management (which deals with the output of business 
and administrative transactions of an institution). JISC InfoNet has published 
information about records management for people new to this discipline, 
providing an overview of the issues to be considered. See 
http://www.jiscinfonet.ac.uk/InfoKits/records-management  

 
• As discussed above the Center for Open and Sustainable Learning (COSL) is 

leading advocacy in the area of Open Course Ware, which advocates free 
access to educational content. The initial audit of material can be a large task, 
but institutions such as MIT have shown how valuable this strategy can be to 
the status of the institution. An overview of OCW processes is available at 
http://cosl.usu.edu/projects/start-an-ocw/ocw-overview. Advocacy, including 
promotional material is available at 
http://cosl.usu.edu/projects/start-an-ocw/ocw-overview/why_participate.html  

 
• The Open University are now going down this open route for much of their 

content, developing their commitment to widening access and managing their 
resources through their centrally co-ordinated team approach. See 
http://oci.open.ac.uk/ 
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• A Scottish project14 completed in 1999 identified the potential for institutional 
management of teaching resources created internally to encourage reuse and 
maximise value. http://cdlr.strath.ac.uk/pubs/nicholsond/catriona2final.pdf  
 

Despite the clear case made, little progress has been made towards institutionally 
managed digital teaching resources, and only a little in the management of research 
material. The case was also made for a national service, now materialised in the 
JORUM service. Publications and details of R&D activity are available from the 
JORUM website (http://www.jorum.ac.uk/). 
 
Our project is developing repository typologies according to content, allowing 
institutions to carry out an audit to inform their decisions about value and purpose. 
See Typologies of Content and Repository in Relation to IPR and DRM in WP1-3 for 
more information. 
 

10.1.1 Content creation 
Once a vision for creating shareable learning objects has been decided, guidelines are 
required to create the best possible content –  
 

• The Centre of Excellence in Teaching and Learning (CETL) for Reusable 
Learning Objects (RLOs) led by Tom Boyle is working on strategies to 
improve pedagogic quality and embed RLOs across institutions. See 
http://www.rlo-cetl.ac.uk/  

 
• The following guide provides a useful starting point – 

Casey, J. and McAlpine, M. Writing and using reusable educational 
materials: a beginner’s guide at 
http://www.gla.ac.uk/rcc/staff/mhairi/index.html  

 

10.1.2 Preservation 
• Operation of repositories carries a need for long-term strategies. See 

information from the Digital Curation Centre (DCC) at http://www.dcc.ac.uk/  
 

• Digital Preservation Coalition (DPC) addresses the challenges of securing 
preservation of digital resources. A useful decision tree to assess content for 
preservation strategy is available at 
http://www.dpconline.org/graphics/handbook/dec-tree-select.html  

 
• OAIS reference model - OAIS is a high-level reference model which describes 

the functions of a digital archive. See RLG website about OAIS activity at 
http://www.rlg.org/en/page.php?Page_ID=3201  
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10.2  Identifying further sources of guidance 
Despite a role being identified for library staff, there is little evidence of an integrated 
approach in mainland UK that is using their skills (cf. Irish model described in the 
Scoping Report in SP-2). More work needed is needed in developing the role of 
libraries in e-learning generally. Librarians have skills in collection management – 
access management, quality control, version control, resource discovery, networked 
resources, resource evaluation, academic liaison, copyright advice etc. 
 

10.3  Resource management – gap analysis 
The following requirements for guidance in this area have been identified: 

 Need to identify the administrative steps required to integrate management of 
teaching resources into routine teaching procedures.  

 Need for strategies on how to join up the support mechanisms. 
 Promote role of the library in resource management 

 

11  Liability 
Repositories exist within a complex set of systems and user communities and their 
operation should be within a framework that recognises legal compliance and liability 
issues. Liability exists as a ‘chain’ within this framework with everyone in the chain 
having responsibility for their own actions. ‘Vicarious’ liability can also exist, such as 
liability of an employer over the actions of an employee. 
 
Agreements between parties (such as contracts and licences) often have clauses 
inserted to indemnify each party against the actions of others. In addition institutions 
should have indemnity insurance to cover compensation for loss arising from any 
illegal actions of individuals in their ‘chain’ (such as breaches of the Data Protection 
act or copyright infringement) or from negligence. 
 
The following books provide a useful overview of this area of the legal terrain for 
information services staff, and provide useful explanations of legal concepts such as 
tort/delict (civil wrongs not under contract), negligence and contracts: 
 

• Mowat, M. (1998) Legal liability for information provision. London: ASLIB 
• Pedley, P. (2003) Essential law for information professionals. London: Facet 

 

11.1 Individual and institutional responsibilities 
The description of liability as a ‘chain’ should alert people to the fact that 
responsibility exists at many levels and so all stakeholders need a degree of 
awareness, with ideally a coordinated role in an institution to provide advice, support 
and audit functions. Relevant issues are highlighted here, but in all cases further 
information will be needed to create a reasonable understanding of the liability picture 
– as with other issues covered in this document, a wider understanding allows a risk 
management strategy to be employed in the operation of a digital repository. 
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This section indicates the issues that should be addressed by content creators and all 
stakeholders involved in managing, storing and providing access to e-learning 
content.  

11.1.1 Liability for Intellectual Property 
Content creators must be aware of their liability in terms of inclusion of any 3rd party 
material that may be the intellectual property of others and therefore subject to 
copyright infringement. They would normally be required to give a warranty to that 
effect when depositing content in a repository, and in turn the repository should 
warrant that they have obtained the rights in material they provide to end users. This 
is probably the most likely area of liability and institutions should have indemnity 
insurance in place. Individuals such as senior managers may become liable for 
compensation following actions of employees if insurance is inadequate. See 
information about Liability for 3rd party provided content at 
http://www.jisclegal.ac.uk/publications/thirdpartycontent.htm 

 

11.1.2 Liability for inaccuracy / negligence 
Creators of learning objects or information of any kind, including metadata 
records, have an obligation to ensure accuracy as far as possible and an awareness 
of the intended uses for content. Digital repository administrators may become 
liable for negligence if they are found to have knowingly distributed inaccurate 
information which subsequently caused loss. Negligence is based on an assumed 
‘duty of care’ which has been broken, causing damage to be suffered at any point 
down the distribution ‘chain’. A recommended approach would be to 

• Apply skills and resources to maintain quality 
• Manage users’ expectations within resource limitations 
• Ensure continuing self-evaluation, staff training and monitoring 
• Carry out risk assessment to analyse the risks of litigation 
• Develop policies and procedures to guard against negligent behaviour 
• Maintain comprehensive documentation 
• Have indemnity insurance against liability for negligence of employees (in 

content or services provided) 

11.1.3 Liability for defamation and data protection 
As well as the risk of defamation contained in primary content, defamation may 
occur in ‘secondary’ content such as annotations and comments on learning 
objects or if subjective descriptions are contained in metadata. The Data 
Protection Act carries strong liability for proper gathering, storage and use of 
personal information. Eight principles state that data must be:  

• fairly and lawfully processed 
• processed for limited purposes 
• adequate, relevant and not excessive 
• accurate 
• not kept for longer than necessary 
• processed in accordance with data subject’s rights 
• stored securely 
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• not transferred to a country without adequate protection 
 

See TrustDR legal terrain documents on Data Protection for more about the 
requirements for privacy and protecting sensitive information about individuals 
 

11.1.4 Liability for accessibility 
The Disability Discrimination Act (DDA) requires that ‘reasonable adjustments’ 
are made for disabled users and the Special Needs and Disability Act 2001 
(SENDA) puts further obligations on education providers not to discriminate 
against disabled users. Content creators must therefore ensure accessible content 
and those involved in distributing and providing access must take measures to 
comply with accessibility standards. See more information from JISC Legal at 
http://www.jisclegal.ac.uk/disability/accessibility.htm, web content accessibility 
guidelines at http://www.w3.org/TR/WCAG10/ and a tool for testing accessibility 
at http://webxact.watchfire.com/   

11.1.5 Liability for illegal content 
This is particularly important where students are the intended recipients of 
educational content and material is on open access, but claims can arise in any 
situation where offence is caused. The instigator of offensive material will be 
individually liable, but liability also exists for institutions as Internet Service 
Providers where they have ‘actual knowledge’ of the offending material. This 
means the ISP becomes more liable if they exercise editorial control of content 
(acting as a publisher). They may be less liable if no moderation takes place, but 
the likelihood of illegal content may then be higher. 

11.1.6 ISP liability 
ISP liability also applies for other categories, such as copyright infringement or 
defamation. Repositories should have a ‘notice and takedown’ procedure to 
respond to any notification, remove content and potentially track the originator 
See information from JISC Legal at 
http://www.jisclegal.ac.uk/ispliability/ispliability.htm  

11.2 Implications of liability 
While the creation of institutional policies is essential, they cannot in themselves 
guarantee against the actions of staff. Effective procedures are needed, as well as 
training and monitoring activity to ensure procedures are visible, understood and 
followed.  
 

• The implications are illustrated by a case where sensitive files were 
unintentionally released by Bristol University when research computers 
holding the data were sold. See http://news.bbc.co.uk/1/hi/uk/1519889.stm 
and discussion at http://www.ucs.ed.ac.uk/bits/2005/november_2005/ 

 
• The APIG inquiry into DRM has gathered evidence which includes comments 

on the impact of using technical protection on accessibility. See 
http://www.apig.org.uk/current-activities/apig-inquiry-into-digital-rights-
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management.html . Institutions must balance the protection of IP with 
obligations under SENDA and potential liability for discrimination. 

 
• Recent developments in the US highlight the increasing likelihood of 

institutions being targeted by publishers as individuals find easier (but illegal) 
ways of sourcing digital resources. See E-violations of copyright a problem 
for faculty, students by Christie Toth, Daily Vanguard, May 23, 2006  

http://www.dailyvanguard.com/vnews/display.v/ART/2006/05/23/447337b14e25a 
 
 

11.3  Policies to manage liability 
Section 11.1.2 shows an approach to managing the risk of liability, first by avoiding it 
in the first place and then by following a strategy where institutional policies provide 
a framework for staff. As our legal mapping activity has shown, this is an extremely 
complex area and guidance is needed to make sense of the many often contradictory 
pieces of legislation and the obligations that they put on individuals and institutions. 
Policies need to work from a legal basis and relate this to the educational context 
without stifling the ability of staff to create and share digital materials. 
 
Knowledge of how liability arises allows risk analysis 
 

• See TrustDR WP1-4 for more on policy creation. 

11.4 Licences to manage liability 
Written contracts can define rights and obligations so that disputes are less likely to 
occur. Licences may create more stringent obligations than exist naturally (imposing a 
greater degree of potential liability), but these are limited to the parties to the licence. 
Relevant elements of a licence that need to be understood include: 

• Warranties – guarantees of the suitability of quality of content and 
confirmation of the rights to offer it  

• Indemnity – insurance against content that cannot reasonably be checked or 
actions outwith the suppliers control 

• Exclusions/limits of liability should be reasonable and not subject to 
accusations of ‘Unfair clauses’ - JISC/DNER guidelines advise against 
statements about liability that may be invalid in law. See 
http://www.jisc.ac.uk/uploaded_documents/ACF12A.pdf 

• Jurisdiction or applicable law – any disputes or claims should, if possible, be 
resolved by UK law 

• Termination – conditions under which the agreement becomes void 
All clauses serve to increase clarity for what is expected under the contract. Any 
disputes will refer to the licence and be subject to tests of reasonableness and the 
comparative bargaining power of the parties. However, courts are unlikely to overturn 
a licence between competent individuals entered into willingly. 
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11.5 Liability – gap analysis 
The following requirements for guidance in this area have been identified: 

 Embedding an understanding of liability into working practices 
 Recognition that deposit in a digital repository is a form of publishing which 

carries responsibilities 
 Strategies for moving to informed risk management 
 Clearer understanding of actual liability at institutional or individual level 
 Practical implications /repercussions – case studies 
 Examples of licensing solutions managing liability 

 

12 Digital Rights Management 
Wikipedia defines Digital Rights Management (DRM) as an “umbrella term” 
covering all aspects of rights management in a digital environment, not to be confused 
with copy protection or “technical protection measures”. See the wikipedia article at 
http://en.wikipedia.org/wiki/Digital_rights_management. DRM can be used simply to 
record, track or transmit rights information and should be the embodiment of policies 
regarding use of digital resources. 
 

12.1 The DRM system 
DRM can be an emotive term – especially in education, with strong feelings 
expressed about its use in the commercial environment due to restrictions often 
imposed on users. We feel it is important for educational institutions to get beyond the 
fear and uncertainty, and recognise DRM as part of a holistic system, which can 
enable users as much as restrict them and be a positive step in efficient resource 
management. The following papers from the US discuss DRM as part of an 
educational system: 
 

• Collier, G. Piccariello, H. and Robson, R. (2004) A Digital Rights 
Management ecosystem model for the education community. Educause-ECAR 
Research bulletin. Available as a ContentGuard whitepaper at 
http://www.contentguard.com/whitepapers/DRM_Ecosystem_2004_05_10.pdf  

This paper begins by outlining the new models of content distribution and usage now 
common in education, with the emphasis on enabling rather than protecting. The 
projection of rights must be effective across network and community boundaries, and 
standards must be employed. The authors therefore present a model based on a DRM 
ecosystem which identifies all components and processes. 
 
The authors provide a very clear representation of the elements involved in DRM in 
their “ecosystem model” reproduced below. 
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Fig 1 

 
(Fig 1 reproduced by kind permission of Geoff Collier, Eduworks. See the full 

whitepaper for further explanation of the model). 
 
The paper also stresses the need for “choosing the right problems to solve” in any 
DRM implementation, and this is an area that will be discussed in TrustDR 
documents in terms of “understanding your business” – see the policy discussion 
document After The Deluge in WP1-4. 
 

• Downes, S. et al. (2004) Distributed Digital Rights Management: The 
EduSource approach to DRM. In: Proceedings of the First International 
ODRL workshop, 22-23 April 2004, Vienna, Austria. Available 
http://odrl.net/workshop2004/paper/odrl-downes-paper.pdf  

In this paper Downes presents a vision where educational DRM occupies a “middle 
ground” between weak and strong DRM.  
 

• Robson, R. (2004) Digital Rights Management: a White paper for Alt-i-Lab 
2004. Available at  
http://www.imsglobal.org/altilab/altilab2004/Altilab04-DRM1.pdf  

This paper deals with real activities involving digital material in education and the 
implications for managing intellectual property in this context. It gives a useful 
overview with practical examples and analogies from physical resources. 
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• In relating the DRM discussion to the UK educational context, Intrallect 
produced the following report: 
Intrallect Ltd. (2005). Digital Rights Management: final report. Available 
online http://www.intrallect.com/drm-study/DRMFinalReportv2.pdf 

This report seeks to recommend future approaches to DRM for JISC and UK 
education. It suggests that “good practice guides, common licences and practical 
examples of DRM technology would improve the widespread adoption of DRM”  
A six-stage model is used to describe DRM stages as recognition, assertion, 
expression, dissemination, exposure and enforcement of rights. Use cases were 
devised to analyse requirements for each stage. One of the key areas recommended 
for further work is in producing good practice guides to fill information gaps and the 
report concludes by recommending a JISC DRM Programme. 
 
TrustDR has based much of its research on the analysis of this report, and has 
developed the framework shown below, based on Intrallect’s six-stage model, to show 
that the legal, cultural and technical aspects meet at a point where licences can be a 
solution. 
 

 
Fig 2 TrustDR DRM framework 

 
It is important then to recognise DRM as a holistic system, encompassing human and 
organisational factors as much as technical solutions. 
 

12.2 Access to resources 
Providing access to resources will require decisions based on local need as well as 
national/political agendas. Local needs will depend on identifying the type of content 
and the level of protection it requires. The DRM system can serve to limit or support 
access according to an assessment of content and user needs. 
 

• Typologies of Content and Repository in Relation to IPR and DRM in WP1-3 
is looking at ways of identifying repository typologies by content and value in 
order to aid DRM implementation. 
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12.2.1 Authentication and authorisation 
Since 1996 access to web-based resources for UK education has been managed by the 
Eduserv Athens service using authentication and authorisation. The access 
management framework is changing under JISC direction, with a move towards a 
federated system based on Shibboleth.  

• See more at http://www.athensams.net/local_auth/shibboleth/ and 
http://www.jisc.ac.uk/shibboleth.html 

• The Three A’s:  Authorisation, Authentication, and Access in TrustDR WP2-1 
provides more on access management 

 
Authentication and authorisation measures assume a requirement for access to be 
limited, and in some cases the opposite may be true, for example research material 
where wide dissemination is paramount.  
 

12.2.2 Open content 
Open access principles for e-learning content have been presented in this document, 
and DRM may be used to support these principles by using Digital Rights Expression 
Languages (DRELs) to project rights information (thereby fulfilling attribution 
requirements, for example). Exposure can be enhanced through harvesting of 
metadata and a DRM system should be seen to support this role. 
 

12.2.3 Technical protection measures 
At the other end of a continuum from Open content lies material that requires more 
elaborate protection. It may be possible to meet this through authentication and 
authorisation if attributes can be applied at a sufficiently granular level (e.g. assuring 
that an individual has the correct credentials, not just affiliation to an institution) but 
some high-stakes material (e.g. Assessment banks, medical data) may require 
technical protection measures (TPM) such as encryption, copy protection or software 
to disable/limit functionality. These measures create a high transaction cost therefore 
there needs to be a strong business case to warrant the resource costs. TPM may also 
prevent ‘fair dealing’ under copyright law, and undermines a culture of trust in 
education. See the Berkman white Paper referenced in section 3.2 and more 
discussion in a WIPO report Automated rights management systems and copyright 
limitations and exceptions at 
http://www.wipo.int/edocs/mdocs/sccr/en/sccr_14/sccr_14_5.doc 
 

12.3 Commercial DRM environment 
The UK government All Party Parliamentary Internet Group (APIG) is launching an 
inquiry into the issues of DRM and how they affect both consumers and copyright 
holders. They will consider the threats and opportunities, and whether legislation 
needs to change in the light of recent developments. 
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• The government is also currently undertaking a review of the UK Intellectual 

Property legal framework, led by Andrew Gowers. See http://www.hm-
treasury.gov.uk/independent_reviews/gowers_review_intellectual_property/go
wersreview_index.cfm  

 
• See discussion of DRM in TrustDR paper for World Bank at 

http://trustdr.ulster.ac.uk/outputs/TrustDR_AIM_WB.doc  
 

• TrustDR resource lists and legal terrain documents contain links to other 
sources of information on DRM 

 

12.4 DRM – gap analysis 
The following requirements for guidance in this area have been identified: 

 Tools to identify value and assess need for DRM 
 Basic guides demystifying technologies such as DRELs, (ODRL etc.); 

harvesting (OAI-PMH), Access management (Shibboleth, AthensDA etc.); 
RSS etc. 

 Understanding the ‘business of e-learning’ 
 Promoting a culture of trust 
 Embedding the view of DRM as a system with human and organisational 

factors as well as technical measures 
 Clear understanding of the implications of using technical protection measures 

as part of a DRM system 
 

13 Conclusion 
It should be noted that this area represents a ‘moving target’, and this document does 
not provide a comprehensive list of sources. It has, however, served as an indicator of 
the complexity of the legal terrain, and the need for awareness-raising resources on all 
aspects of IPR in e-learning. 
 

 
WP 1—1 Activity 12: Existing sources of guidance and gap analysis 

31

Authors: Jackie Proven, John Casey & David Dripps 


